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Internet-wide Measurements Network Security

» Useful tool » More and more devices are connected to the Internet
» Various measurement techniques » Devices mostly not designed with security in mind

» Focus on empirical security measurements

» Use Internet-wide measurements to evaluate security

SSH Servers

Building Automation Systems

» BACnet: Security and safety critical protocol » SSH: Mostly used for server administration — security

. . _ critical protocol
» More than 16 k publicly accessible BACnet devices

» More than 15M SSH servers [1]
» Many duplicate keys — Man-in-the-Middle attacks
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» Most are vulnerable to amplification attacks [2] -
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» Amplification factor similar to Open DNS resolver (=50x)

Number of hosts per key =: X

Infrastructural Measurements Future Work

» Detecting IPv6-IPv4 siblings [4]: Paper at TMA’17 » Assessing success of vulnerability notification cam-

. paigns
» (Geolocating routers [5]: Paper at TMA’17

. . » Extending IPv6 hitlist with additional sources
» Generating a hitlist for IPv6 [3]

» Making measurement data publicly available in append-

» Detecting routing anomalies [6] only logs
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