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Abstract—Providing statistical data on European municipali-
ties is well established through demographic and socioeconomic
indicators. However, comparable visibility into their digital in-
frastructure remains limited. To address this gap, Municipalytics
presents the first comprehensive measurement study of 95,498
municipalities across 30 European countries, combining Eurostat
data with 88,948 Wikidata entries for municipal websites to
systematically map the Internet-facing infrastructure of local
governments. Our analysis reveals clear country-specific pat-
terns in municipal digital infrastructure, including differences
in where websites, email services, and DNS are hosted, which
types of providers dominate across countries, and how strongly
municipal infrastructure is centralized or distributed. We make
our results publicly available through an interactive map at
municipalytics.internetwarte.eu. This provides a new
empirical basis for researchers, policymakers, and operators
to study municipal digitalization, infrastructure dependencies,
privacy, and related questions of resilience and digital sovereignty
across Europe.

Index Terms—Privacy, Web, Email, Digital Sovereignty, EU,
GDPR, ZDNS, Wikidata, Municipality

I. INTRODUCTION

European municipalities are a key unit for comparative pub-
lic data collection. Through Eurostat and related Geographic
Information System of the Commission (GISCO) datasets,
researchers and policymakers already have access to geo-
specific and municipal-level indicators covering population,
area, urbanization, economic development, and regional struc-
ture. These datasets make it possible to compare municipalities
across countries using a shared statistical framework. How-
ever, while demographic and socioeconomic characteristics are
well documented, the digital infrastructure of municipalities
remains far less visible.

This lack of visibility is increasingly relevant because
municipalities provide many of their services through digital
channels. Official websites, email systems, and DNS infras-
tructure are now part of how local governments communicate
with citizens, publish information, and operate public services.
At the same time, European policy frameworks such as the
NIS 2 Directive emphasize the importance of understanding
and managing dependencies in network and information sys-
tems, while debates on digital sovereignty have further high-
lighted questions of where public-sector digital services are
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Fig. 1. Screenshot of municipalities in Netherlands on our interactive map.

hosted and by whom they are operated. Yet, unlike traditional
municipal statistics, there is no comparable European dataset
that shows where these services are hosted, which providers
operate them, or how municipal infrastructure choices differ
across countries.

To address this gap, we extend the municipal data land-
scape with a new digital layer. Starting from Eurostat’s Local
Administrative Units (LAUs) as a common geographic and
statistical starting point, we link municipalities to official
websites obtained from Wikidata [29] and then resolve the
corresponding DNS records to observe their Internet-facing
infrastructure. This allows us to map website hosting, email
infrastructure, and authoritative DNS at municipal scale across
Europe. We then enrich these observations with IP geolocation
and autonomous-system attribution in order to identify both
where services are hosted and which organizations operate the
underlying network infrastructure.

Using this approach, we compile the first large-scale
dataset of municipal digital infrastructure, covering 95,498
municipalities across 30 European countries, namely the
EU-27 and the three European Economic Area (EEA)
countries, Iceland, Liechtenstein, and Norway. We make
our results publicly available through an interactive map
atmunicipalytics.internetwarte.eu, enabling ex-
ploration of municipal website hosting, email services, and
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DNS infrastructure across Europe. The result complements
existing Eurostat-style municipal statistics with measurements
of the digital environment in which municipalities operate.
Rather than focusing only on administrative, demographic, or
economic characteristics, this enables a comparative view of
the technical foundations of municipal online presence.

The dataset provides unique insights into the status quo of
sovereignty in municipal hosting. First and foremost, there
are large differences across municipal web hosting, email
services, and authoritative name servers. While web services
are often hosted domestically or within the EU/EEA, email
and DNS frequently show stronger dependence on shared or
external providers. More generally, our results highlight that
municipal dependencies are shaped not only by where services
are hosted and under which jurisdiction providers operate, but
also by how strongly infrastructure is concentrated in a small
number of providers. We further observe pronounced regional
differences: municipalities in Eastern and parts of Central
Europe more often rely on domestically rooted infrastructures,
whereas Northern and Western European municipalities more
often depend on externally controlled provider ecosystems. In
addition, IPv6 adoption varies substantially across countries,
with the Netherlands reaching 93.6 % of municipalities over
IPv6 websites, while countries such as Italy (2.4 %) and Poland
(3.2 %) remain far behind.

Summarizing, this paper contributes:

o We present the first comprehensive dataset on municipal
digital infrastructure covering 69,220 municipalities with
Wikidata website entries in 30 European countries.

o Municipalytics provides unique insights into European
digital infrastructure and sovereignty, revealing strong
differences between municipal web, email, and DNS in-
frastructures, large cross-country variation in IPv6 reach-
ability, pronounced regional divides between Eastern/-
Central and Northern/Western Europe, and gaps of up
to 94 percentage points between the physical location of
email infrastructure and the organizational jurisdiction of
the providers operating it.

o Based on the collected data, we develop an interactive
map which facilitates exploration and analysis by re-
searchers, policymakers, and the general public. This tool
aims to support Europe’s efforts toward increased digital
sovereignty and will be updated regularly.

II. METHODOLOGY

This section describes the construction of a European-
wide dataset on the municipal level linking administrative
boundaries provided by Eurostat, municipal websites from
Wikidata [29], and IP addresses from DNS records, and
network attribution data to enable joint geographic and digital
analysis of each municipality. Table I illustrates our methods
by the example of Delft.

Category Example

= Netherlands
Zuid-Holland (NL36)
Delft en Westland (NL362)

Country
NUTS-2 region
NUTS-3 region

& LAU Delft
€ GISCo ID NL_GM0503
& Population 109,577
Population density 4556.2 / km?
DEGURBA 1 - City
Area 22.66 km?
s Wikidata property P382
= Matched code 0503 (GISCO ID derived filter)
Z Wikidata QID 0690
= Website https://www.delft.nl/
& A 185.135.13.93
wn B AAAA 2a06:efc0:0:103::32
Z &MX ml.delftnl — 145.32.97.12
N ¥ SPF v=spfl
= NS ns.delftn]l — 145.32.97.4
& © Location Il Belgium
E ¥ Location = Netherlands
= = Location = Netherlands
& ASN AS34762
% & Org. Combell NV
« &} Org. Jurisd. Il Belgium
E &= ASN AS34108
S SEore Stichting Breedband Delft

¥ = Org. Jurisd. = Netherlands

TABLE I
LAU-LEVEL (LOCAL ADMINISTRATIVE UNIT) DATA ENTRIES ASSEMBLED
FOR THE MUNICIPALITY DELFT (NL). COLOR INDICATES DATA SOURCE.

A. Mapping Municipalities

We rely on the official GISCO dataset [7] provided by
the European statistics office Eurostat. It provides four levels
of geographic boundaries, country, Nomenclature of Territo-
rial Units for Statistics level 2 (NUTS 2), Nomenclature of
Territorial Units for Statistics level 3 (NUTS 3), and Local
Administrative Units (LAU). In our study, LAUs form the core
unit of analysis as they represent a harmonized, lowest layer
of administration across Europe.

In many countries they align with municipalities but we
acknowledge that their institutional meaning may differ in
some countries. For example, they correspond to electoral or
statistical units in Ireland. NUTS 2 and NUTS 3 refer to
higher layers of administrative boundaries like counties and
allow grouping of LAUs within individual countries. Beyond
demographic information such as population, Eurostat also
provides polygons for representation of the municipalities on
a map (LAU_RG_01M_2024_3035). Each municipality is
referred to with a unique ID, the GISCO_ID combining the
country code with a numeric component. For our example of
Delft, see Table I, this step corresponds to the first component
referred to as Eurostat.
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B. Wikidata Linking

In the next stage, we link municipalities to Wikidata in order
to obtain website and, where available, email information. For
each municipality, we extract the relevant code component
from the GISCO_ID and query Wikidata via SPARQL. Be-
cause municipal identifiers are represented through different
Wikidata properties across countries, the mapping requires
country-specific code transformations, such as removing coun-
try prefixes or using numeric or ISO-style variants (Appendix
Table III).

This step produces a GISCO-aligned municipal layer en-
riched with Wikidata identifiers and service-related fields. For
example, Delft’s GISCO_ID is NL_GM0503, which maps to
the Dutch municipal code 0503 stored in Wikidata property
P382!. The linked Wikidata item provides Delft’s website,
but no separate email address (Table I).

Some countries require additional post-processing be-
cause direct code-based matching is ambiguous or struc-
turally incomplete. In these cases, we use country-specific
retrieval strategies based on municipality instance types
or administrative-code properties, followed by reconciliation
against GISCO names and geometries. The corresponding
P31-based retrieval strategies are listed in Table IV in Ap-
pendix B. The full pipeline is automated to support repro-
ducibility and longitudinal updates.

C. Active DNS Resolution

We use ZDNS [17] to resolve the identified municipal
domains in active DNS measurements. For web presence,
we resolve A and AAAA records. For inbound email, we
resolve MX records and then the corresponding email exchange
hostnames to IP addresses. For outbound email policy, we
retrieve SPF records. While they do not necessarily reveal the
used sending infrastructure, they indicate external entities that
are authorized to send emails on behalf of the municipality. We
additionally resolve NS records to study the authoritative DNS
infrastructure. DNS queries are performed using Cloudflare’s
public resolver at 1.1.1.1.

This stage extends the dataset from administrative metadata
to operational network-facing infrastructure of municipalities.
In our example of Delft (NL), the resulting data corresponds
to the ZDNS portion of Table I. The municipality’s website
resolves to IPv4 and IPv6 addresses, the MX records point to
a dedicated email server, and the domain also exposes name
server and SPF information. SPF records are resolved via TXT
queries, following up to 10 include and redirect directives, as
defined by RFC 7208 [21].

D. IP Attribution and Geolocation

The resolved IP addresses are finally enriched in two com-
plementary ways. First, we map them to geographic hosting
locations using the geolocation database IPinfo Lite [16]. It
gives an approximate country-level indication of where the

IP-prefixed properties define categories grouping related Wikidata items.

% Wikidata

A/AAAA

TOTAL 95498 88,948 69,220 65,816 62,009 56,310 67,103
+ Country uses different territorial administrative units for municipalities than LAUSs;
WD ... with WikiData entries is relative to municipalities = Eurostat LAUs; WS ... with
website, is relative to WD; zZDNS ... forward resolved website domains relative to WS.
TABLE II
COUNTRY-LEVEL WIKIDATA AND DNS RESOLUTION COVERAGE.

web, email, or DNS service is hosted. Second, we map au-
tonomous systems and organizations to their registered country
using CAIDA as2org data [1]. This allows us to identify
the organization responsible for the infrastructure and, where
available, the country associated with that organization.

This twofold approach allows us to distinguish between
the physical or inferred service location and the organiza-
tional jurisdiction of the provider. They capture different but
complementary aspects of digital dependence, namely where
services appear to be hosted and which organization operates
the underlying network. Table I illustrates this distinction
by the example of Delft. The municipal website resolves
to infrastructure geolocated in Belgium and attributed to a
Belgian provider, while the email service is hosted in the
Netherlands by a Dutch organization.

III. RESULTS

This section first presents the dataset coverage and then
maps the municipal web, email, and DNS ecosystem, high-
lighting infrastructure choices and cross-country differences.

A. Municipal Coverage

Table II reports the number of LAU entries in the Euro-
stat database and their Wikidata coverage. Several countries
already achieve near-complete website-domain coverage with
the current approach. The main outliers are Greece (5 %) and
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Fig. 2. Hosting locations of municipal infrastructure with share of in country, in EU/EEA and external hosting across regions in Europe.

Ireland (19 %), where we use parent administrative entities as
municipality equivalents and map multiple LAUs to a single
parent where necessary. Website coverage is also compara-
tively low in Portugal (8.9 %) and Cyprus (41.0 %). In both
countries, this partly reflects the underlying administrative
structure, as LAUs correspond to parishes (freguesias) in Por-
tugal and communities (koinotites) in Cyprus [3], [4]. Because
we still identify a meaningful number of website entries at this
level, we retain these units rather than aggregating to higher-
level entities. All other countries achieve website coverage
above 50 % of LAUs, with France (60.5 %), Estonia (73.4 %),
and Poland (78.9 %) representing the next lowest cases.

The consistency of Wikidata entries is partly reflected in
DNS resolvability. Across countries, resolvability rates are
high, ranging from 81% for SPF records to 97 % for NS
records. For website domains, Austria shows the lowest share
of entries resolving to A or AAAA records (78 %), likely reflect-
ing outdated Wikidata entries after domain changes in Tyrol’.
Overall, Wikidata provides a solid basis for constructing a
municipal domain set for most studied countries.

B. Domestic Hosting Analysis

Figure 2 shows the physical hosting locations of three
infrastructure layers, namely public websites, mail exchange
(MX), and authoritative name service (NS), across all 30 EU
and EEA member states. Each stacked bar reports the share of
municipalities whose infrastructure is located within the same
country, in the EU/EEA, or outside the EU/EEA. Countries
are grouped by UN geoscheme subregion and ordered by
descending domestic share for the web layer. Physical server
location is inferred from resolved IP addresses using IPInfo ge-
olocation. Aggregate percentages are reported as unweighted
country means, to not distort results by countries with large
numbers of municipalities. We compare the country averages
against population weighted ones in paragraph d).

2.tirol.gv.at domains were replaced without updating Wikidata.

a) Web Hosting: Of the 69,220 municipalities with a
Wikidata-sourced web domain, 65,812 resolved to a geolo-
catable IP address (excluding four localhost instances). On
average across countries, 60.1 % of municipal websites are
hosted domestically. Web hosting shows clear regional varia-
tion. Eastern Europe records the strongest domestic presence
overall, with Czechia and Poland among the leading countries,
while Slovakia stands out as a regional outlier because most
municipal websites are hosted by foreign providers elsewhere
in the EU/EEA. Western Europe is more heterogeneous: Ger-
many and France maintain strong domestic hosting, whereas
Luxembourg and Austria rely much more heavily on cross-
border EU providers. Northern Europe is similarly split, with
Sweden and Latvia showing high domestic shares, while
Lithuania, Iceland, and Denmark depend substantially on
foreign infrastructure. Southern Europe spans a particularly
wide range, from strong domestic hosting in Slovenia and Italy
to much lower domestic shares in Cyprus and Greece.

b) Mail Hosting: Mail hosting is assessed via the MX
destination of each municipality’s primary mail domain, using
a dedicated email domain where available and the web domain
otherwise. Of the 82,835 municipalities with a web or email
domain, 79,563 returned a resolvable MX record. On average,
51.5 % of municipal mail is routed domestically, indicating a
lower degree of domestic control than for the web layer. The
most striking deviation from the web pattern is in Northern
Europe: countries that maintain solid domestic web presence,
Sweden, Finland, and Norway, show very low domestic mail
shares. This is directly attributable to the reliance on Mi-
crosoft, which serves between 62 % and 78% in these countries
and up to 90 % of municipalities in Iceland. Romania is a
notable outlier, with a particularly high share of municipal mail
relying on Yahoo. There are also positive examples, domestic
mail hosting remains strong in Germany, Poland, France, and
Czechia, all near or above 90%.



c) Authoritative DNS: The authoritative DNS layer is
assessed using the NS records of each municipality’s web
domain, with the SOA record used as a fallback where
necessary. In total, 67,020 municipalities yield at least one
geolocatable NS. On average, 65.7 % of municipalities rely on
domestic name service. Countries with strong domestic web
hosting often show similarly strong domestic DNS hosting,
including Estonia, Czechia, Slovenia, and Italy. At the other
end, Malta and Cyprus rely almost entirely on foreign DNS
providers, with Lithuania also showing a low domestic share.

d) Population-based Analysis: The country-mean above
treats each municipality equally regardless of the population
it serves. When shares are instead weighted by municipal
population, all three aggregate domestic rates rise: web hosting
increases from 60.1 % to 76.7 %, mail from 51.5 % to 66.6 %,
and DNS from 65.7 % to 76.3 %. The upward shift reflects
the concentration of population in large countries with high
domestic shares (Germany, France, Italy, Poland), which carry
little weight in an unweighted country mean but together cover
roughly half the EU population.

The population-weighting also reveals large within-country
divergences. For web hosting, Estonia’s municipal mean drops
from 73 to 31 % when weighted by population, and Finland
falls by 30pp: in both cases, large urban municipalities are
hosted on providers outside the country while many small rural
communes are served domestically. Conversely, Luxembourg
rises from 11 to 40 % and Austria from 38 to 61 %, indicating
that the largest municipalities in these countries are more likely
to use domestic providers than their smaller counterparts.
Similar divergences appear for mail and DNS. For example,
Lithuania and Bulgaria show lower domestic mail shares,
whereas Croatia and Greece show higher domestic DNS shares
once population is taken into account.

The municipality-based perspective remains valuable be-
cause it reflects administrative breadth rather than population
exposure. Further evaluations of organizational dependencies
and IPv6 reachability are conducted on a per-municipality
basis.

C. Difference in Hosting Locations and Jurisdictions

Figure 3 compares, for each country, the share of municipal
mail infrastructure located within the EU/EEA with the share
operated by EU/EEA-registered providers. The figure distin-
guishes between inbound mail infrastructure derived from MX
records and outbound relays derived from SPF records. We
classify outbound email as non-EU, if there is at least one
external trusted sender. Three broad patterns emerge.

Wide Gap: Foreign Cloud within EU Datacenters. A first
group of countries shows high EU/EEA data-location shares
but substantially lower EU/EEA provider-jurisdiction shares.
This pattern is especially visible in the Nordic and several
Western European countries, including the Netherlands, Aus-
tria, Denmark, Finland, and Luxembourg. It is consistent with
widespread reliance on hyperscale providers such as Microsoft
and Amazon, which operate infrastructure in EU datacenters
while remaining subject to non-EU jurisdiction. In these cases,
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Fig. 3. Gap between inbound and outbound mail infrastructure location
(circle) and jurisdictional control (triangle); higher values on both dimensions
indicate greater sovereignty.

physical hosting within Europe does not imply European
provider jurisdiction.

Narrow Gap: Consistent Domestic or EU Ecosystem. A
second group combines high EU/EEA hosting shares with
high EU/EEA provider-jurisdiction shares. This pattern is
particularly evident in countries such as Germany, Czechia,
Poland, Slovakia, and Hungary. It reflects the presence of
domestic or broader European provider ecosystems in which
infrastructure location and provider jurisdiction are closely
aligned.

Low on Both Dimensions. A third group scores compar-
atively low on both dimensions (i.e., infrastructure location
and provider jurisdiction), indicating dependence on providers
outside the EU/EEA both physically and legally. This pattern
is most visible in Romania and Malta, with Cyprus occupying
an intermediate position. In these cases, neither data location
nor provider jurisdiction offers a strong European anchor.

Difference to Web and DNS. Compared with the other
infrastructure layers, mail shows by far the largest divergence
between physical location and provider jurisdiction. Averaged
across countries, the gap reaches 39.7 pp for inbound mail,
compared with 12.4pp for web hosting and only 1.9pp for
authoritative DNS. This contrast is also visible at the country-
level: while municipalities in Iceland and Ireland show large
gaps of 74.5pp and 66.3 pp for web, respectively, the mail
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Fig. 4. Top ten web, mail, and DNS operators ranked by their maximum municipal market share in any single country.

layer exhibits gaps above 60 pp in ten countries, indicating that
dependence on non-EU/EEA providers is far more widespread
for mail than for web or DNS.

Overall, the figure shows that infrastructure location alone
can overstate sovereignty. In several countries, municipal mail
is hosted in the EU/EEA but operated by providers headquar-
tered outside it, creating a substantial gap between territorial
hosting and provider jurisdiction.

D. IPv6 Reachability

Because web hosting is the infrastructure layer most of-
ten provided domestically, we use it as the main reference
point for comparing IPv6 adoption across countries. Figure 5
shows substantial cross-country variation and, in several cases,
considerable regional heterogeneity, as reflected in the spread
across NUTS-2 regions.

a) Web IPv6 Adoption: For municipal websites, we even
observe eight cases that are reachable only via IPv6, five
of them in France and one each in Czechia, Germany, and
Italy. More broadly, dual-stack web reachability is highest
in the Netherlands at 94 %, with a narrow regional spread
(IQR 7 pp), followed by Lithuania and Czechia. At the other
end, Italy, Poland, Slovenia, Latvia, and Austria exhibit very
limited IPv6 reachability. Several countries show much wider
regional dispersion. Denmark (IQR 24 pp), Slovakia (23 pp),
and Belgium (20 pp) each span roughly 20 percentage points
between NUTS-2 quartiles, indicating that IPv6 deployment is
uneven across regions. This suggests that adoption is shaped
less by a uniform national rollout and more by differences in
municipal providers, hosting environments, or local I'T choices,
with some regional ecosystems adopting IPv6 while others lag
behind.

b) IPv6 Reachability of Mail and DNS: The country-
mean IPv6 adoption rate rises from 29 % for web to 42 %
for mail and 61 % for DNS. Mail IPv6 adoption follows a
somewhat different pattern from the web layer. In countries
with strong Microsoft penetration, mail IPv6 support often
exceeds web IPv6 support by large margins, for example by
about 50pp in Austria and Finland and by nearly 50pp in
Slovenia. Belgium shows a smaller but still substantial gap of
around 30 pp. By contrast, countries with more domestically
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Fig. 5. IPv6 reachability of municipality services per country and NUTS-

2 region. Averages for countries with fewer than two NUTS-2 regions are
shown as text in the top right corner.

operated mail infrastructure tend to show web and mail IPv6
adoption moving more closely in tandem.

E. Municipal Service Providers

Figure 4 shows, for each infrastructure layer, the ten
providers ranked by their highest municipal market share in
any single country. Cross-country breadth is shown separately
in Figure 6 in the Appendix.

a) Web and DNS: Nationally Embedded Providers: For
web hosting, seven of the top ten providers by peak share are
EU/EEA-registered, and six are domestic to their peak country.
Examples include Estonia’s Information System Authority
(66 %), Slovenia’s Posta Slovenije (66 %), Latvia’s national
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category covers all remaining providers.

radio and TV centre (57 %), and SiteVision (a municipal ser-
vice platform) in Sweden (56 %). By contrast, only Cloudflare
in Lithuania (80 %) and Amazon in Ireland (55 %) lead as
non-EU/EEA web providers. Some domestic operators are
government-operated or government-linked; a TLD-specific
breakdown is provided in Appendix C.

The DNS ranking is similarly domestic in character. Seven
of the top ten providers are domestic, including Webtasy in
Slovenia (64 %), POST Luxembourg (53 %), and INTERNET
CZ (43 %). Cloudflare in Lithuania (87 %) and Microsoft in
Malta (67 %) are the only non-EU/EEA DNS providers above
45 %.

b) Mail: Microsoft Dominant, but Domestic Alternatives
Exist: Mail differs more clearly from web and DNS. Microsoft
Exchange Online peaks at 78 % in Finland and is the only
provider to reach a clear majority in multiple countries. Still,
six of the ten providers in the mail ranking are domestic,
including Orange in France (61 %), Aruba in Italy (35 %), and
SuperHosting.BG in Bulgaria (32 %). Figure 6 confirms the
broader pattern: Microsoft appears in 29 of 30 countries for
mail, while Cloudflare reaches 24 countries for DNS and 19
for web.

E. Provider Centralization

Figure 7 complements the provider rankings by measuring
how strongly municipal domains are concentrated among
providers in each country. For comparability with related work,
we use the Earth Mover’s Distance (EMD) centralization score
S proposed by Habib et al. [12], where lower values indi-
cate an even provider distribution and higher values indicate
stronger concentration. Following their interpretation, values

below 0.10 indicate competitive markets, whereas values above
0.18 indicate high concentration.

Averaged across countries, concentration is highest for
mail (5§ = 0.29), followed by web (0.22) and DNS (0.21).
Concentration nonetheless varies widely: competitive markets
(S < 0.10) exist in seven countries for web, five for mail, and
seven for DNS. Mail is the most concentrated layer, with 17
of 30 countries highly concentrated, reflecting the dominant
position of Microsoft, whereas web and DNS are markedly
more competitive than mail in many countries.

The strongest country-level concentration appears in mail
for Iceland (S = 0.79), Finland (0.61), Belgium (0.59), and
the Netherlands (0.57), while the lowest mail centralization
appears in Hungary (0.05), Germany, and Spain (0.06). Web
concentration is highest in Lithuania (S = 0.63), Iceland
(0.62), Estonia (0.49) and Slovenia (0.46). For DNS, the
highest values are again found in Lithuania (0.74), followed
by Cyprus and Malta (0.46). These results show that concen-
tration occurs across all three layers, but it is most pronounced
for municipal mail, while web and DNS generally appear more
competitive, with notable country-specific exceptions.

a) Domestic Hosting Does Not Imply Low Centraliza-
tion: High domestic hosting does not coincide with high
concentration. Germany (95% domestic web, S = 0.10) and
Poland (91%, 0.08) host most sites domestically across a com-
petitive set of providers, while Slovenia reaches a comparable
domestic share (95%) but is concentrated in a single dominant
provider (S = 0.46). Estonia shows high web concentration
as well (S = 0.46), though with lower domestic shares (73%).
Concentration therefore captures dependence that is not visible
from hosting location alone.
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Fig. 7. Earth Mover’s Distance (EMD) centralization score per country and
infrastructure layer [12], sorted by mean score across services.

G. Municipality-level Exploration

Figure 8 illustrates how the empirical results presented in
this paper can also be explored at the municipal level through
the interactive map. The example highlights municipal web
hosting choices in Belgium and reveals a clear regional pattern.
Municipalities in Flanders more often rely on providers such
as DCStar (Datacenter United) and Level27, whereas munic-
ipalities in the French-speaking south are more frequently
hosted by Cloudflare and OVH. The map therefore helps
uncover subnational clustering in provider choice that is not
immediately visible from country-level aggregates alone.

IV. RELATED MEASUREMENTS

As early as 2019, Hsiao et al. [15] investigated external
dependencies of public-facing government websites across the
G7 countries, and found 85 % of them loading US-based web
resources. Relying on passive DNS data, Fiebig et al. [8]
observed the zoomification of universities in six European
countries and the US during the COVID-19 pandemic. Com-
bining passive DNS with traceroute measurements, Jansen et
al. [18] examined governmental services and their dependence
on services outside their jurisdiction by the example of India,
the Netherlands, Pakistan, Taiwan, Ukraine, and the United
Kingdom. The analysis included all domains under the re-
spective countries’ governmental (sub)domain.

Based on DNS zone files, Jonker et al. [19] investigated
the transition of the Russian TLD after its full-scale invasion
of Ukraine; Sommese et al. [27] the DNS and IP-based
redundancy of e-gov domains for web and email services
for four countries; and Houser et al. [14] for over 190
countries. Samarasignhe et al. [25] focused on tracking among
governmental websites and Android apps in 206 countries, and
Gotze et al. [10] on tracking among the national governmental
websites in the G20 countries and the supranational institutions
of the European Union.

Kumar et al. [23] examined federal-level websites in 61
countries worldwide and found a predominance of third-party
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Fig. 8. Visualizing the difference in web hosting provider choices between
Flanders (north) and Wallonia (south) in Belgium.

(rather than state-operated) infrastructure, especially in North-
ern America and Europe. In line with other works [6], [13],
[20], [22], they also report pronounced dependencies on major
vendors such as Cloudflare, Microsoft, and Amazon. Using a
similar methodology, Carisimo et al. [2] analyzed government
websites across Argentina’s 32 provinces and its autonomous
city. Table V in Appendix D provides an overview on the
related work regarding their data source to detect governmental
services, the amount of totally covered countries and their
country overlap with our analysis as well as their granularity
of analysis, e.g., whether focusing on the federal or municipal
level. Apart from scientific papers, recent efforts by Huser [5]
visualizes email infrastructure dependencies of Swiss munici-
palities. This project was adopted for other countries [24], [28]
and also inspired the paper at hand.

Summarizing, closest to our work is Kumar et al. [23], but
our study differs in four key ways and, we argue, provides
a more complete picture of the European public sector: (i)
We cover 30 European countries enabling direct comparison.
The overlap between the two datasets is limited as only 10
countries from our dataset, namely Germany, Italy, Nether-
lands, Sweden, Greece, Czechia, Hungary, Bulgaria, Estonia,
and Norway, also appear in their federal-level analysis. (ii)
We use fully automated, reproducible domain collection from
volunteer-curated Wikidata rather than (semi-)manual compi-
lation with translation tools. (iii) We broaden the scope beyond
websites to include email services (MX) and nameservers
(NS). Finally, (iv) we shift the unit of analysis from the federal
to the municipal level. To the best of our knowledge, this is
the first study to provide a unified and comprehensive view
of technological dependencies across Europe at the municipal
level.

V. DISCUSSION AND LIMITATIONS

a) Beyond Domestic Hosting: We hypothesized that
countries with high domestic shares achieve this through a
small number of national providers, producing high centraliza-
tion as a side effect. The data does not confirm this. Germany



(95% domestic web, S = 0.1) and Poland (91%, 0.08) com-
bine strong domestic hosting with a competitive provider mar-
ket, indicating genuinely diverse domestic provision; Czechia
hosts comparably (94%) but is more concentrated (S = 0.22).
Estonia (73%) and Slovenia (95%) instead reach high domestic
shares through a single dominant operator, with & = 0.49
and 0.46, respectively. Both groups appear equally sovereign
on a hosting map, yet sovereignty framed solely as domestic
hosting obscures concentration that can be as consequential
as foreign dependence. Jurisdiction further complicates this
picture: on average across countries, 91% of municipal mail
is hosted within the EU, yet only 51% is operated by EU-
based organizations. Hosting location alone therefore over-
states sovereignty when operational control remains with non-
EU providers such as Microsoft.

b) National Operators Rarely Cover Web, Mail and DNS:
Where a dominant domestic operator exists, it typically covers
only one layer. Estonia’s Information System Authority leads
web hosting at 66% but does not appear among the top mail
or DNS operators; Slovenia is the partial exception, with Posta
Slovenije strong on web and Webtasy on DNS, but mail still
drifts to foreign providers. National hosting capacity, where it
exists, has not translated into a coherent cross-layer offering,
leaving municipalities to assemble their stack from operators
with different jurisdictional profiles.

¢) Northern European Mail In The Cloud: A similar
pattern appears across several Northern European countries:
Sweden, Finland, Norway, Denmark, Iceland, and the Baltic
states combine predominantly domestic web hosting with low
domestic mail shares, driven almost entirely by Microsoft Ex-
change Online (62-90 % of municipalities). Mail centralization
in these countries is correspondingly high - Iceland reaches
S = 0.79, Finland 0.61. The pattern suggests that the decision
to outsource mail was made independently of the choice of
web provider, and points to mail as the layer where European
municipalities have most readily traded operational simplicity
for jurisdictional exposure.

d) Municipal IPv6 Reachability: Web is the most inter-
pretable signal for assessing national IPv6 deployment among
municipalities. Compared to mail and DNS, web hosting is
more frequently operated by domestic providers, whereas mail
infrastructure often reflects the deployment practices of large
cloud mail providers, and DNS adoption is strongly influenced
by a small set of authoritative providers. Country-mean IPv6
rises from 29% on web to 42% on mail and 61% on DNS, with
pronounced differences in country rankings. The Netherlands
reaches 94% web IPv6 with a narrow regional spread, and
Czechia follows close behind. Both point to national IPv6
policy and community drive at work [9], [11], [26]. Italy,
Poland, Latvia, Slovenia, and Austria sit at the other end, with
web IPv6 in the single or low double digits. In Slovenia and
Austria, mail IPv6 reachability is approximately 50 percentage
points higher than web IPv6 reachability; Finland shows a
similar pattern. This difference is largely explained by the use
of Microsoft 365 for municipal mail, where IPv6 availability
reflects Microsoft’s dual-stack mail infrastructure rather than

IPv6 deployment by domestic web operators. Large operators
can improve IPv6 reachability for the services they operate,
but extending IPv6 adoption to municipal web infrastructure
appears to depend more on domestic hosting practices and
national coordination.

e) Limitations: Our mapping from LAUs to official
domains relies on Wikidata, so municipalities with miss-
ing or outdated entries can be under-represented; replaced
.tirol.gv.at domains in Austria are one such case. LAUs
are also not a perfect proxy for municipalities in every country,
particularly in Portugal and Cyprus where they correspond
to sub-municipal units, and in Greece and Ireland where we
aggregate to parent entities. However, Table II shows Wikidata
has domain entries for most municipalities in Europe. The
measurements are a single snapshot, and observed infrastruc-
ture does not always equal service deployment: CDNs and
reverse proxies sit between clients and origin servers, multi-
IP domains can resolve to different operators and SPF records
describe authorized senders rather than the operator handling
outbound mail. Our evaluation represents a strict domestic
share, in the presence of a single oprator outside EU/EAA we
count it as an external dependency. Finally, to support further
exploration beyond the aggregate results presented here, we
publish the data as an interactive map that enables analysis at
country, regional, and individual municipality levels.

VI. CONCLUSION

Municipalytics provides the first large-scale dataset of mu-
nicipal digital infrastructure in Europe and makes it publicly
accessible through an interactive map. By linking Local Ad-
ministrative Units to official domains and resolving their web,
mail, and DNS infrastructure, it enables comparative analysis
of local-government digital infrastructure across countries.

Our results show strong cross-country and cross-layer vari-
ation. Web hosting is often domestic or located within the
EU/EEA, whereas mail infrastructure depends much more
heavily on a small number of external cloud providers. We also
find that physical hosting location and provider jurisdiction
often diverge, especially for mail, and that IPv6 reachability
remains highly uneven across countries and regions.

Domestic hosting moreover does not necessarily imply
provider diversity. Countries such as Germany and Poland
combine high domestic shares with relatively diverse provider
ecosystems, while others rely on a single dominant operator.
Municipalytics makes these patterns visible at the munici-
pal level and provides a basis for future work on digital
sovereignty, resilience, provider dependence, and protocol
adoption in European local government.
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APPENDIX
A. Ethics

Our measurements rely on publicly available data and stan-
dard Internet protocols, and no human subjects are involved.
Wikidata is queried through the official SPARQL endpoint
with conservative request pacing that respects the service’s
published rate limits, and the pipeline is designed to minimise
repeated lookups by caching results locally. DNS resolution
constitutes normal Internet activity and is performed through
Cloudflare’s public resolver (1.1.1.1), which enforces its own
abuse limits. We use IPInfo for IP geolocation under their stan-
dard terms of use. The dataset we publish reports infrastructure
at the level of municipal domains and aggregated provider
statistics, which are administrative rather than personal data;
no individual users, mail contents, or end-user traffic are
observed at any point.

B. Wikidata GISCO ID Bridge

In this appendix, Table III summarizes the bridging strategy
used to link Wikidata entities to GISCO identifiers. The
matching semantics distinguish between three cases: @ indi-
cates a direct overlap between a Wikidata property and the
corresponding GISCO code, and O marks cases that require
a special-country-specific matching workflow. The table in-
cludes a range of country-specific Wikidata properties used for
municipality or local administrative matching, namely P964
for the Austrian municipality key, P1567 for the NIS/INS mu-
nicipality code, P3990 for the Bulgarian EKATTE settlement
code, P4812 for the Cyprus local authority code, P7606 for the
Czech municipality code, P439 for the German AGS munic-
ipality code, P1168 for the Danish municipality code, P1140
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CC GISCO_ID P-cat. Match
= AT AT_10605 P964 [
Il BE BE_11001 P1567 [ ]
= BG BG_VRC32 P3990 [ ]
= CY CY_4300 P4812 [ ]
= CZ CZ_532088 P7606 [}
= DE DE_01058132 P439 [ ]
= DK DK_671 P1168 [ ]
= EE EE_0130 P1140 [ ]
= ES ES_04045 P772 [ ]
= FI FI_208 P1203 [ J
1 FR FR_02022 P374 [ ]
GR EL_05030403 P1l116 O
== HR HR_02658 P31 O
= HU HU_12706 P939 [ )
o [E IE_01370400 P31 O
N 1S_3716 P782 [
T IT_001180 P635 [ ]
m LI LI_LI00001001 P300 O
= LT LT 11 P300 O
=LU LU_0110 P782 [
=LV LvV_0001000 P1115 [ ]
a MT MT _MTO01101 P300 O
= NL NL_GMO0406 P382 [ ]
NO NO_1122 P2504 [ ]
== PL PL_1002301600204 P1653 O
= PT PT_030260 P6324 [ ]
11 RO RO_10765 P843 [ ]
SE SE_1981 P525 [ ]
= SI_079 P300 O
&= SK SK_502111 P782 [ ]
TABLE IIT

EXAMPLE GISCO-TO-WIKIDATA BRIDGE CATEGORIES BY COUNTRY.
BOLD TEXT IN THE GISCO EXAMPLE MARKS THE OVERLAPPING
IDENTIFIER SEGMENT; FOR ISO-BASED BRIDGES THE COUNTRY CODE IS
ALSO HIGHLIGHTED.

for the Estonian municipal unit code, P772 for the Spanish INE
municipality code, P1203 for the Finnish municipality number,
P374 for the French INSEE municipality code, P1116 for the
Greek ELSTAT geographical code, P939 for the Hungarian
KSH municipality code, P635 for the Italian municipality
code, P1115 for the Latvian administrative territorial code,
P382 for the Dutch CBS municipality code, P2504 for the
Norwegian municipality number, P1653 for the Polish TERYT
administrative division code, P6324 for the Portuguese admin-
istrative unit code, P843 for the Romanian administrative code,
and P525 for the Swedish municipality code. In addition, some
bridge cases rely on more generic mechanisms, including P300
for ISO 3166-2 codes, P782 for LAU codes, P31 for instance-
of-based filtering, and name+polygon for matches based on
name and spatial geometry.

C. Government-operated Infrastructure

Across the 30 countries studied, only a subset of munici-
palities operates under government-reserved TLDs (gov, gv,
gouv, gob) at the web, mail, and DNS layers. In total, 862
municipalities (0.9% of 95,498) carry a government-TLD web
domain, 1,163 (1.2%) use one as their primary email domain,
1,195 of the 57,951 municipalities with resolvable SPF records
(2.1%) authorise a government-TLD relay for outbound mail,
and 120 of the 69,790 with NS records (0.2%) delegate their
authoritative DNS to a government-operated nameserver.

On the web, government TLDs are concentrated in Austria
(.gv.at, 28% of its municipalities), Malta (65%), Italy,

cC Crawled P31 Q-types

== HR 057058 (municipality of Croatia); 015105893 (town in Croatia)

e LI 0203300 (municipality of Liechtenstein)

= LT Q17301072 (district municipality of Lithuania); 017166803 (city mu-
nicipality of Lithuania); 01363145 (municipality of Lithuania)

== S 0328584 (municipality of Slovenia); Q6960199 (city municipality of
Slovenia)

o [E P31=055078692, 055095494 (county council / city council of the
Republic of Ireland); assign each LAU to its parent authority

GR P31=01349648 (municipality of Greece); then P1116 ELSTAT prefix
match

= PL P1653 (TERYT administrative division code) and local TERC mapping

(source: https://github.com/jusuff/PolandGeoJson)

TABLE IV
SPECIAL-COUNTRY WIKIDATA DOWNLOADS THAT USE EXPLICIT P31
INSTANCE-TYPE SELECTORS.

Countries

Data Source  Total Overlap Granularity

[15] Alexa Top List 7 3 undefined
[8] passive DNS 7 4 universities
[18] passive DNS 6 1 undefined
[19] DNS zone files 1 0 undefined
[27] DNS zone files 4 2 undefined
[14]  UN knowledge base  >190 30 national
[25] semi-manual 206 30 undefined
[10] semi-manual 20 0 national
[23] semi-manual 61 10 national
[2] semi-manual 1 0 regional
Our Wikidata 30 30 municipal

TABLE V

RELATED WORK: DATA SOURCE, NUMBER OF INCLUDED COUNTRIES AND
OVERLAP WITH OUR ANALYSIS, AND GRANULARITY.

Greece, and Poland, but carrying an official domain does
not imply domestic hosting restrictions as Austrian .gv.at
websites resolve predominantly to EU/EEA cloud infrastruc-
ture. On mail inbound, Austria’s 1,163 . gv.at mail domains
route almost entirely through Microsoft 365 servers, with only
22% resolving to Austrian infrastructure. On mail outbound
(SPF), several countries run government-related mail-sending
services: Austria’s federal computing centre (brz.gv.at)
appears as an authorised SPF sender for 1,028 municipal-
ities, Croatia’s Digital Urban platform (cdu.gov.hr) for
27, Slovenia’s gov.si relay for 26. On DNS, government
nameservers serve a small but distinct set of municipalities:
Hungary (51), Ireland (10), Croatia (14), Austria (31) and,
unlike the mail layer, all identified government NS operators
are EU-headquartered and predominantly in-country.

D. Related Measurements Coverage

Table V summarizes related measurements of digital infras-
tructure dependencies and their coverage. While prior studies
primarily focus on national-level infrastructures or top-domain
lists, our study shifts the focus to local government domains.
We leverage Wikidata’s coverage to study web, mail, and DNS
infrastructure across 30 countries.


https://github.com/jusuff/PolandGeoJson

