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Abstract—We introduce FREKit, a novel network simulator
tailored for research in congestion modeling, fast rerouting,
and multi-protocol environments. Existing simulators are either
too slow, lack multi-protocol support, or do not offer rich
congestion-based metrics and aggregations, limiting their suit-
ability for the type of research FREKit targets. Designed around
the pipe-based abstraction – assuming known traffic matrices,
FREKit evaluates system-wide behaviors with elastic and inelastic
congestion computation models, providing fine-grained insights
over interface-level loads. FREKit supports multiple protocols
– including IPv4, IPv6, MPLS, and Segment Routing – along
with various path search algorithms and rapid prototyping. Its
probabilistic link failure framework enables congestion-aware
resilience studies and advanced congestion metrics such as value-
at-risk (VaR). The simulator is implemented in Python with
efficient data structures (NumPy, NetworkX) and optimized
via multiprocessing and dynamic programming. Despite being
in active development, FREKit is already proving valuable in
research on fast rerouting and source routing, demonstrating
its potential to enable sophisticated congestion-aware network
studies.

I. INTRODUCTION

As communication networks scale in size and complexity,

network link failures are becoming more frequent [1]. To

achieve high dependability despite these incidents, networks

deploy fast rerouting (FRR) mechanisms in the data plane [2],

which enable routers to rapidly redirect traffic to alternative

paths when disruptions occur. Designing FRR mechanisms that

deliver robust resilience remains a significant challenge and

is an active area of research [2]–[5]. In this setting, routers

are required to react to failures as soon as possible, with a

traditional deadline of at most 50 ms. Routers are therefore

required to make their decisions based on available local

information only, without knowledge of downstream issues.

This limitation can lead to incorrect forwarding when multiple

failures occur, and risk incurring in potentially damaging

forwarding loops. This is an acknowledged risk; the growth in

network size and the prevalence of shared risk link groups now

require operators to plan for multiple simultaneous failures [6].

There is an opportunity to advance previous work on multi-

failure fast rerouting by addressing two key limitations: (1)

enabling multi-protocol applicability through the use of mod-

ern Segment Routing architectures prevalent in ISP networks,

and (2) incorporating the impact of link congestion, which

is often overlooked in existing rerouting strategies. However,

experimenting with such networks or even laboratory setups

is expensive and restricted to a few nodes. Simulating large-

scale computer networks with realistic protocol stacks and

congestion dynamics is essential for researchers working on

resilience, routing optimization, and fault tolerance. On this

front, traditional tools like OMNeT++ [7] and MPLSKit

[8] offer limited protocol support or become impractical to

perform high-level congestion analysis over a sufficiently large

number of failure scenarios.

Probabilistic bandwidth guarantees have become a cen-

tral concept in WAN traffic engineering, offering a more

efficient alternative to traditional over-provisioning strategies

designed for worst-case failures. By allowing operators to

specify acceptable risk thresholds, these approaches enhance

resource utilization without compromising reliability. Systems

like TeaVar [9] and Flexile [10] exemplify this shift, provid-

ing practical frameworks and metrics for risk-aware traffic

engineering. TeaVaR introduces a risk-aware framework that

leverages probabilistic modeling to balance availability and

performance, achieving up to a three-fold improvement in

throughput over traditional methods. Building on this, Flexile

refines the reliability-efficiency trade-off by targeting band-

width objectives that are met ’almost always,’ offering greater

flexibility while maintaining strong performance guarantees.

This paper introduces FREKit, a novel simulation frame-

work designed to address key limitations in existing multi-

protocol network simulators by offering a highly extensible

and protocol-rich environment tailored to modern networking

research. FREKit enables the generation and evaluation of

diverse data planes and supports advanced risk-aware analysis

by natively computing TeaVaR and Flexile metrics, making

it especially suitable for studies focused on resilience and

congestion-aware behavior in complex networks.

II. SYSTEM ARCHITECTURE OVERVIEW

FREKit models computer networks using a pipe-based

abstraction, assuming known traffic matrices as input. The core

architecture consists of: (1) mechanisms to load or generate

topologies and demands; (2) routing and path computation

layers with support for various protocols and custom al-

gorithms; (3) an extensible protection computation frame-

work, which supports the implementation of industry-standard

mechanisms such as MPLS, RSVP, and Fast Reroute (FRR);

(4) a probabilistic framework that efficiently identifies the

most likely failure scenarios, avoiding the resource-intensive

overhead of exhaustive scenario enumeration; (5) a modular,

distributed simulation engine capable of modeling link failures

and capturing the effects of dynamic rerouting; (6) multiple978-3-903176-74-4 ©2025 IFIP
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Fig. 1. FREKit architecture overview and modules.

congestion models, including elastic and inelastic congestion;

and (7) Value-at-Risk (VaR) based metrics, which summarize

experiments across multiple failure scenarios. Figure 1 illus-

trates the architecture and main components of FREKit.

The system is implemented in Python, using NumPy for fast

numerical operations and NetworkX for graph-based topology

and implementation of routing models. Parallel execution is

supported via Python’s multiprocessing package, and simu-

lation state reuse is optimized with dynamic programming

techniques. The following subsections detail the intended

process for FREKit.

A. Network Initialization and Flow Definition

The typical workflow begins with generating or loading

a weighted network topology, along with a set of Segment

Routing flows, each defined by a source and destination router,

a specified traffic demand, and potentially multiple segments.

FREKit then synthesizes forwarding rules for user-defined

protocols, enabling multi-protocol routing and the construction

of a functional data plane. It supports a range of protocols,

including IPv4, IPv6, MPLS, SR-MPLS, and SRv6. As a

result, FREKit seamlessly manages diverse forwarding struc-

tures, such as hash tables for MPLS and trie-based lookups

for IP routing. The synthetic rules are created based on k-

shortest paths and may be extended to use advanced routing

protocols. If a router knows multiple routes towards a desti-

nation, a preference attribute controls the outgoing traffic load

balancing.

B. Fast Reroute Mechanisms

Next, the data plane is augmented to include FRR protection

mechanisms. This is implemented by passing the data plane

to a class that contains the specific methods for each protocol.

The FRR entries take lower precedence in the routing tables

and are only executed in case the intended outgoing link

is unavailable. Furthermore, FREKit supports a hierarchy of

precedence of FRR rules, which allow each router to react to

multiple local link failures. Currently implemented protection

mechanisms include MPLS RSVP FRR [11], RMPLS [12],

and TI-LFA (draft 21) [5].

Fig. 2. Failure Scenario Manager tree structure.

C. Failure Scenario Modeling

The next stage involves configuring probabilistic failure

scenarios. FREKit either loads or generates per-link fail-

ure probabilities, defaulting to the Weibull-distribution-based

model proposed by TeaVaR [9]. A Scenario Manager is then

constructed as a tree structure representing subsets of possible

link failures. The root node corresponds to the failure-free

scenario, and each child node incrementally introduces an

additional failed link. Figure 2 illustrates the concept of the

Scenario Manager.

Traversing an edge in this structure corresponds to introduc-

ing one additional link failure, which simplifies the incremen-

tal computation of scenario probabilities. This structure also

enables efficient simulation: since most flows remain unaf-

fected by a single additional failure, previously computed data

can be reused. The tree expands in a breadth-first manner until

the cumulative probability of its nodes exceeds a configurable

threshold. This approach significantly reduces the scenario

space while preserving accuracy, as committed scenarios are

assumed to result in complete traffic failure.

III. SIMULATION PROCEDURE

The simulation procedure in FREKit consists of multiple

stages, as described in the following sections.

A. Per-flow packet forwarding simulation

In the initial stage, a failure scenario is selected. For each

flow, a packet is instantiated at its source router(s) with the

appropriate protocol headers. The packet’s state is defined by

the combination of its current header contents and router.

The simulator proceeds on each step by forwarding the

packet from one router to the next, using the outgoing link

and header rewriting rules mandated by the forwarding rules.

On each step, the packet state is updated. Should multiple

equally valid forwarding rules be found, the packet is cloned

along each option to traverse all possible paths. The preference

value of each option is stored on each packet. Should no rules



be valid, the router looks for lower priority – fast rerouting

rules – and repeats the procedure until it finds a matching rule

that it can use.

B. Packet Termination and Packet State Transition Graph

A packet forwarding procedure terminates if it reaches an

intended target node, has no valid matching forwarding rule,

or if its Time-To-Live reaches zero. The flow simulation ends

when all of its packets have finished. When the flow simulation

has finished, the trajectory of each packet is used to compute

the graph of all the packet state transitions (PSTG). The

multiplicatively-aggregated preference observed in the state

transition is registered on the respective edge of the PSTG.

To illustrate this, consider a packet that traverses two routers

that load balance their forwarding rules with preferences 0.6
and 0.2 before arriving at the target node. That packet starts

with a load value of 1.0, then 0.6, and finally 0.12.

C. Backpropagation and Load Function Generation

The PSTG of the flow is used to create a function that

computes the traffic load of each traversed link up to the target

node. This is done by backpropagating the load from the last

transition before the target node. The loads are multiplied by

the preferences when traffic is split, and added when they meet

in the same transition. The load induced by each transition is

expressed by the recursive relationship of Eq.1 and illustrated

in Figure 3, which represents the PSTG and the load function

generation basic computations. For a topology of l links, we

define p ∈ [0, 1]l as the loss fraction experienced by each

link. Let L(y, z) be the induced load by the transition from

packet state y to packet state z. Then, for a given state x with

incoming transitions from states {a1, . . . , an} and outgoing

states {b1, . . . , bm}, Eq.1 represents the load in the transition

from x to bj for some j ∈ [1,m], where wk and pk for

k ∈ [1,m] are the outgoing link preference and packet loss,

respectively.

L(x, bj) =

(
n∑

i=1

L(ai, x)

)

︸ ︷︷ ︸

incoming load
at x

(
wj

∑m

k=1
wk

)

︸ ︷︷ ︸

normalized
outgoing

preference

(1− pj)
︸ ︷︷ ︸

link
delivery rate

(1)

To avoid recomputing the backpropagation stage, traffic load

functions are cached and held as valid while the set of failed

and traversed links remains intact.

IV. CONGESTION COMPUTATION

Since each packet transition corresponds to a specific topol-

ogy link, link load can be directly computed from these

transitions. In the final stage, once all flow-specific PSTGs

are generated, their link load functions – scaled by actual

flow demands – are aggregated to determine both absolute

and relative link utilization. FREKit supports three distinct

congestion computation models:

Overshoot – the largest relative utilization ratio over all links,

even if it exceeds 1.0.

Inelastic – iterates over possible values of the link packet loss

Fig. 3. Packet state transition graph and load computation function.

vector p, following a fixed point algorithm. The rationale is to

introduce sequential link losses until no utilization goes above

its link bandwidth. Represents the traffic losses that follow

in a short time span, before upper-layer congestion control

mechanisms can kick in.

Elastic – iteratively throttles down or up the demand of each

flow until no link is congested. Approximates the traffic losses

that result after the sources and destinations are able to scale

down traffic to fit.

In the elastic and inelastic congestion models, the loss for

each flow under each failure scenario is defined as the fraction

of traffic that fails to reach its destination relative to the

original demand, resulting in a loss matrix of size {number

of flows × number of scenarios} for each data plane. The

simulation progresses through failure scenarios efficiently by

reusing cached link load functions whenever their precon-

ditions remain valid. To accelerate computation, simulations

across different scenarios are parallelized across persistent

worker processes, balancing caching benefits with multicore

performance. Once the loss matrices are computed, FREKit

derives Value-at-Risk-based metrics, including TeaVaR and

Flexible style metrics, summarizing the performance of the

specific protection mechanism under evaluation.

V. CONGESTION-AWARE FAST-REROUTE RESEARCH

We are using FREKit to develop and evaluate congestion-

aware FRR mechanisms across multiple protocol stacks using

Segment Routing. These mechanisms aim to make local de-

cisions during link failures while mitigating post-failure con-

gestion, employing SR-MPLS or SRv6 to pre-install alternate

forwarding entries for rapid activation upon failure detection.

FREKit quantifies the impact of traffic redistribution fol-

lowing rerouting, by simulating probabilistic failure scenarios

and evaluating per-scenario congestion using both elastic and

inelastic models. This approach enables the estimation of the

performance of both traditional and novel fast reroute mech-

anisms, whether they account for congestion or operate in a

congestion-agnostic manner. By computing Value-at-Risk met-

rics, FREKit identifies the protection schemes that minimize

traffic loss and transient overloads. It highlights cases where

traditional FRR strategies cause severe link oversubscription,



leading to the design of multipath-aware protection strategies

that spread rerouted traffic across disjoint backup segments.
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