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Abstract—Network attacks are a growing problem in today’s
world. Their number is growing exponentially, and they become
more sophisticated every year, accentuating the need for robust
Network Intrusion Detection Systems. Graph Neural Networks
have been proven to be very capable in detecting and cate-
gorising network attacks, making them ideal for detection in
real-life deployments. However, they are limited to training on a
small number of outdated labelled datasets. We propose a new
method for anomaly detection through a graph heterogeneous
autoencoder as a way to reduce reliance on labelled datasets.
Our graph autoencoder reconstructs the structure and features
of a graph representing the traffic connections in a network.
We train the autoencoder with normal graphs and then derive
embeddings to use with traditional anomaly detection based on
Machine Learning. Our results indicate that our solution can
create distinct normal and anomalous graph embeddings that
can then be used to detect attacks with a high degree of accuracy.

I. INTRODUCTION

In recent years, attacks and intrusions have been a growing
problem. The number of attacks has grown exponentially, with
attacks becoming more and more sophisticated [1]. As such, a
need for robust Network Intrusion Detection Systems (NIDS)
has arisen.

Quite a lot of research has been conducted on the application
of machine learning methods for the detection and characteri-
sation of attacks [2]–[5]. However, many of these approaches
are susceptible to adversarial attacks, making them unsuitable
for real-life deployment [6]. Graph Neural Networks have been
proven to be resistant to adversarial attacks as they can learn
about the characteristics and structures of the graph [7]–[9].
Thus, they are an ideal choice for real-life deployment.

Another issue that arises in the domain of NIDS, especially
in the domain of machine learning approaches, is that the
datasets that are currently available for the creation of those
models are limited [10]. Many of these datasets contain
outdated attacks that are no longer in use and created a
distorted picture of how attacks are [11]. This in turn creates
models that are not representational of real-life deployment.
In addition, some data sets have been found to have incorrect
labels, making their use problematic as models do not learn
to correctly recognise attack patterns [11].

Anomaly detection is a good approach to mitigate reliance
on labelled datasets, as we only need normal data to establish a
baseline, and anything that deviates is considered anomalous.

Fig. 1. Anomalous and Normal Graph Reconstruct Errors during Validation

In the context of GNN for NIDS, Anomal-E has been proposed
[12]. Anomal-E works by creating a homogeneous graph, with
network flows being edge features that are then used to create
edge embeddings that are then used for anomaly detection.

Another approach is to perform graph-level anomaly detec-
tion. Graph-level anomaly detection works by trying to detect
if a graph is anomalous or not [13]. Many approaches rely on
the use of autoencoders to calculate the reconstruction errors,
which are then used to detect anomalous graphs. However,
this approach is problematic due to the reconstruction flip,
a scenario where the anomalous graph reconstruction error is
similar to or better than normal graphs, which renders anomaly
detection very difficult. This can be observed in Figure 1
during the training of our graph autoencoder (described later
in Section II), where the reconstruction error of anomalous
graphs is very similar to that of normal graphs, and even
decreases below it after epoch 2, which is consistent with
recent findings in [13].

We propose the use of graph-level anomaly detection. We
are mainly interested in capturing normal data that is then
used to train our Graph Autoencoder (GAE). Our autoencoder
is trained to reconstruct both the features and the structure
of the graphs to a very high degree. Instead of using the
reconstruction error for anomaly detection, our autoencoder
is capable of mapping normal graphs into the latent space,
with anomalous graphs mapping further away than normal978-3-903176-74-4 ©2025 IFIP



Fig. 2. Our Autoencoder Design

graphs, allowing for their detection. Our approach indicates
the creation of unique embedding clusters between normal
and anomalous graphs, making their detection using traditional
machine learning approaches very accurate. This approach
mitigates the reconstruction flip that other autoencoder ap-
proaches suffer from (i.e., [13]).

II. METHODOLOGY

Our autoencoder design has been inspired by the Graph
Masked Autoencoder (GraphMAE) [14] and the Heteroge-
neous Graph Masked Autoencoder (HGMAE) [15]. We em-
ploy feature masking and edge dropping during training to
reduce the reliance of the autoencoder on trivial solutions
and force it to learn the relationships between the nodes of
the graph. The masking used for the graph features uses a
learnable masking token similar to BERT [16], but only the
features in the input graph are masked and not the latent space,
as is the case in GraphMAE. The autoencoder design can be
seen in Figure 2.

A. Feature and Structure Reconstruction

The main difference between our approach and GraphMAE
and HGMAE is that those approaches rely on Cosine Error
for their feature reconstruction while we rely on Mean Square
Error (MSE) as we need the features to be as close as possible
to the original ones due to the nature of our task. Furthermore,
both approaches only reconstruct the masked features, while
our approach reconstructs all the features that we are interested
in reconstructing. The importance of structural and feature
reconstruction in the final reconstruction error is regulated by
user-defined weights.

When it comes to structural reconstruction, we employ a
weighted Dot Product. Heterogeneous graphs can be split into
smaller bipartite graphs, which simplifies the structure of the
graph [17]. The way our weighted Dot Product works is that
we rebuild the adjacency matrix for each of the relationships
between the nodes using Dot Product like in the original
GAE paper [18]. The main difference is that we use learnable

weights to better capture the inter-node relationships. As such,
we can better capture the graph structure.

B. Dataset and Graph Creation

We used the UNSW-NB15 dataset [19] to train the au-
toencoder and perform anomaly detection. We chose to use
UNSW-NB15 because it is one of the most used datasets in the
area that contains clearly labelled modern attacks. Our graphs
are structured in a way that creates separate IP and Flow nodes
that are connected. That allows us to capture more information
on how anomalous graphs are structured as different attacks
result in different attack structures [7].

For graph creation, we first start by cleaning the dataset
and removing any missing or infinite values. Following that,
we split the dataset into the dates that make up it. We chose
the first and second dates for training and validation, while
the third was kept as a testing portion. Following the splits,
we perform data normalisation. We employ a Yeo-Johnson
Power Transformation [20] to bring the data closer to a normal
distribution followed by Min-Max Scaling to ensure a fixed
scale of the dataset. Finally, we create the graphs using a
sliding-window technique. The windows that we used have
a size of 160 seconds and the algorithm used a stride of 160
seconds, ensuring that there are no overlapping windows. We
used scikit-learn [21] for data normalisation and scaling.

C. Embedding Creation and Anomaly Creation

For the creation of the graph embeddings, we have chosen
first to create the node embeddings and then combine them. We
first pool each node type on their own and then combine them
to a single vector embedding that represents the entire graph.
We have created multiple different approaches to create these
embeddings. For calculating the embeddings for each node,
we can calculate the mean, max, and sum of all nodes. As
for the graph embedding, we combine the embeddings of the
nodes, and we either concatenate them, calculate their average,
or add all of them together.

For anomaly detection, we rely on traditional machine
learning approaches, such as One-class SVM [22], Isolation



Forest [23], Local Outlier Factor (LOF) [24], KMeans clusters
[25], DBSCAN [26] and Gaussian Mixture Model (GMM)
[27]. We implement our GNN using PyTorch Geometric [28]
and PyTorch Lightning [29]. For traditional ML approaches
using scikit-learn [21].

D. Embedding Hyperparameters

To train the autoencoder, we chose the following hyperpa-
rameters and GNN algorithms. For the Encoder and Decoder,
we chose to use GATv2 [30]. GATv2 was chosen because
it is an improvement over the original GAT architecture by
employing a dynamic attention mechanism, making it more
expressive and producing better results than the algorithm
paper. We used ReLU as the activation function in both
the encoder and decoder with Weighted Dot Product for the
structural reconstruction. We used a three-layer architecture
on both the encoder and the decoder with the following
dimensions [16, 32, 32]. Finally, we used five attention heads
and concatenation resulting in node embeddings of length 160.

III. RESULTS

To choose the best combination for anomaly detection, we
created the embeddings for every possible combination and
then calculated metrics to identify the combination that creates
distinct clusters. The metrics we chose are the Silhouette score,
the Bavies-Bouldin (BD) index, and the Calinki-Harabasz
(CH) index. The silhouette score [31] measures how well a
point is within its group, with a higher score being better.
BD index computes the average ratio between within-cluster
scatter and between-cluster separation for each cluster, with
lower scores being tighter clusters.Finally, the CH index is
the ratio of the dispersion between clusters to within clusters,
where a higher value indicates well-separated clusters.

Table I shows different combinations of the pooling and
node schemes. The best performance achieved is from the
mean node grouping with the node pooling concatenation.
They achieve the best separation between clusters, with the
embeddings being very close to their own cluster and that all
clusters are distinct and compact. Consequently, we selected
this combination to perform the rest of the experiments.

Using the embeddings produced by the chosen combina-
tion, Node Concatenation and Mean Pooling, we trained the
anomaly detection algorithms on embeddings from normal
graphs that were used in the training of the GAE. We then used
the remaining part of the dataset to test how well traditional
approaches can detect anomalies. The test dataset has 44
normal graphs and 244 anomalous graphs. Tables II and III
show the hyperparameterization and the results obtained.

Our experiments in Table III show very good results overall
with many algorithms with accuracy greater than 96%. Thus,
they perform exceptionally well in classifying the anomalous
graphs from the normal ones. The only ones that are not
performing well are DBSCAN and GMM. In the case of
DBSCAN, this could be due to the high dimensionality of
the embeddings, but also due to the model not being able to
detect anomalies if they are not clearly sparse [32]. For GMM,

TABLE I
CLUSTERING-VALIDATION METRICS FOR DIFFERENT POOLING AND

NODE–COMBINATION SCHEMES (3 CLUSTERS).

Pooling Grouping Silhouette DB Index CH Index
Max Concat 0.7674 0.4344 321.7952
Max Sum 0.7790 0.4092 494.0815
Max Average 0.7790 0.4092 494.0814

Mean Concat 0.8654 0.2908 1400.1959
Mean Sum 0.7548 0.2922 296.6385
Mean Average 0.7548 0.2922 296.6384
Sum Concat 0.8060 0.3372 609.3115
Sum Sum 0.8060 0.3372 609.2721
Sum Average 0.8060 0.3372 609.2722

TABLE II
THRESHOLDS AND KEY HYPERPARAMETERS USED BY EACH METHOD.

Method Hyperparameters
One-Class SVM threshold = 0.44
Isolation Forest contamination = 0.01
LOF Encoding contamination = 0.05
K-Means Clusters 10 clusters (distance th. = 95th percentile)
DBSCAN ϵ = 0.5, min samples=5
Gaussian Mixture Model n components = 5

TABLE III
ANOMALY DETECTION PERFORMANCE ON VALIDATION SET (MEAN +

CONCAT EMBEDDINGS).

Method Accuracy Precision Recall AUROC
One-Class SVM 0.9381 0.9751 0.9514 0.9352
Isolation Forest 0.9416 0.9423 0.9919 0.9137
LOF Encoding 0.9519 0.9498 0.9960 0.9153
K-Means Clusters 0.9588 0.9608 0.9919 0.9614
DBSCAN 0.4089 0.7698 0.4332 0.7085
Gaussian Mixture Model 0.1031 0.0625 0.0040 0.8148

it could be the case that the data distribution is non-Gaussian,
which could be causing the model to not be able to detect
the anomalies or that the vector dimensionality is very high,
resulting in GMM not being able to assign a low likelihood
to true anomalies [33].

IV. CONCLUSION

In conclusion, throughout this extended abstract we have
presented our approach to detect anomalous flows using
GAEs and traditional Machine Learning anomaly detection
approaches. We have showcased the excellent results from our
autoencoder, which is able to create unique clusters that can
then be used very successfully to detect anomalous graphs. Our
approach mitigates the issues of reconstruction flip and yields
excellent results in anomaly detection. Furthermore, training
the autoencoder on graph reconstruction removes the need for
labelled datasets that other algorithms rely on.
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