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Abstract—The arrival of quantum computers will significantly
impact our current Internet infrastructures as quantum com-
puters will be able to break current public key cryptography.
This means that we need to replace cryptographic algorithms
by quantum-safe alternatives, also known as Post Quantum
Cryptography (PQC). Many protocols and architectures need
to make this transition. While the Internet community is making
steady progress on transitioning TLS to PQC, there are still
many protocols for which action needs to be taken, especially
in more complex scenarios where protocols span multiple layers
of the stack. In this paper, we study such a complex scenario:
Federated Identity architectures. The objective of these architec-
tures is to allow access to multiple services using a single set
of login credentials, improving convenience and security across
different organizations or domains. In particular we examine
the Hub’n’Spoke model, where multiple parties exchange data
through a central hub. This hub manages most of the infrastruc-
ture workload and deals with many heterogeneous devices and
protocols, making it a perfect test case for the PQC transition.
Using real-world data from an operator of a large academic
identity federation, we benchmark five PQC algorithms finalized
by NIST. We also quantify the toll this transition imposes on
computational efficiency and hardware capacity. We show that
while there is an ever increasing interest towards PQC adoption,
many technical challenges remain unaddressed, showing that
the Post Quantum transition process is fragmented, with many
components of the ecosystem that are still insufficiently taken
into consideration.

Index Terms—Post Quantum Cryptography, SAML, OpenID-
Connect, Federated Identity.

I. INTRODUCTION

Quantum computers promise to be the next revolution in
computing and will change the Internet as we know it today.
While quantum computers will bring many benefits, they
also pose a threat: they can be used to break current pub-
lic key cryptography. This means that current cryptographic
algorithms need to be replaced by quantum-safe alternatives,
also known as Post-Quantum Cryptography (PQC). Almost
all protocols and architectures we use today will need to carry
out this transition. While everyone agrees that such a transition
should be as smooth as possible, there is no guarantee this will
be the case. Compared to traditional cryptographic methods,
PQC algorithms may require greater key sizes or demand
more computational power for encryption, decryption, and
key management [1]. While the community is making great

strides in transitioning important protocols, such as TLS, more
complex scenarios, e.g., where protocols and applications span
multiple layers of the stack, remain understudied.

In this paper, we investigate the impact of the PQC transition
in an operational setting. We focus on Federated Identity
Management (FIdM) as FIdM is much more complex than
a TLS single channel communication scenario. FIdM is a
crucial aspect in today’s world, allowing users to access
third-party services using a single identity. FIdM architectures
see extensive use in academia, enterprise and governmental
settings [2], [3]. Federations can have highly complex and
customized implementations, often dealing with heavy com-
putational loads. This load might increase as the switch to PQC
takes place. As organizations transition to PQC, they may need
to accommodate an additional strain on their resources and
require more powerful hardware. These considerations make
FIdM an exemplary test case for quantifying the impact of the
PQC transition on more complex systems. To maximize our
understanding of complexity, we focus on a particular FIdM
architecture: the Hub’n’Spoke model, which spans multiple
layers of the stack and needs to perform protocol translations
that require additional cryptographic operations.

This paper addresses this problem by answering the question
What is the performance impact on a federated authentication

process when a switch to PQC occurs? We do so by leveraging
real-world data from the operator of a large academic identity
federation – that serves millions of users – to model a PQC
transition scenario based on benchmarks of five Post-Quantum
algorithms selected for standardization by NIST [4].

The main contributions of this paper are:
• We use real world data of a Hub’n’Spoke federation archi-

tecture that allows us to extrapolate the impact of transition-
ing to PQC;

• We combine this data together with PQC benchmarks and
show that - surprisingly - the most likely PQC candidate
algorithms may outperform existing algorithms. However,
if the class of PQC algorithms based on lattices turns out to
have flaws, the next possible scenario raises serious perfor-
mance concerns, requiring up to five times the processing
power used today to handle current workloads in terms of
user authentications.
The remainder of the paper is organized as follows. Sec. II

introduces the relevant background. In Sec. III we present978-3-903176-74-4 ©2025 IFIP



the dataset on which our model is based. Sec. IV details
our approach, and Sec. V presents our findings. Finally, we
conclude in Sec. VI.

II. BACKGROUND

A. Post Quantum Migration

Secure online communication today cannot be considered
safe from the future threat posed by quantum computers, as
the computing power of a yet-to-come quantum machine can
easily break current encryption schemes simply through Shor’s
algorithm [5]. To establish a secure connection we rely on the
use of Key-Establishment Mechanisms (KEMs). KEMs allow
two parties to agree on a shared key to communicate. KEMs
are vulnerable to the so-called “Harvest Now Decrypt Later”
(HNDL) attacks, in which malicious actors intercept encrypted
data, store it somewhere, and attempt to decrypt it in the
future. Similarly to KEMs, digital signatures and certificates
(DSAs) are at risk as well, as a quantum attacker will be
able to forge any signature, thus compromising a message’s
authenticity and integrity. Because of this, any connection that
uses a non-quantum safe signature scheme is vulnerable to
MitM (man-in-the-middle) attacks. The key difference here is
that, unlike HNDL attacks, MitM attacks can only compro-
mise active connections. In other words, signature schemes
cannot be compromised as long as quantum computers do
not become reality. However, migrating signatures is much
more complicated than migrating KEMs, as certificated and
trust infrastructures are tied to legacy systems that need to be
audited, the use of new algorithms has to be approved by the
CA/Browser forum, and certificates need to be reissued and the
trust chains need to be updated. Therefore, the PQC migration
can be described as a two-step process with two components,
Key-Establishment Mechanisms (KEMs) and Digital Signature
Schemes (DSAs). To standardize new PQC algorithms, the
US National Institute of Standards and Technology (NIST)
launched a competition for Post-Quantum algorithms [6]. In
2022 NIST announced 4 candidates for PQC standardization
[7], one KEM (Kyber [8]) and three DSAs (Dilithium [9],
Falcon [10] and SPHINCS+ [11]). The choice of having more
than one algorithm is due to the fact that candidates rely on
different classes of mathematical problems. This ensures that if
one of the underlying classes of problems is broken, either by a
classic or by a quantum computer, there are fallback solutions
to rely on. For the same reason, the NIST competition has been
extended to a fourth round to select more KEM algorithms
with different underlying mechanisms. As of March 2025, a
new candidate KEM algorithm for standardization, HQC, has
been announced totaling to 5 current candidates, two KEMs
and three DSAs [4]. The concept of switching to a different
type of algorithm in case a class of algorithms turns out to
be unsafe and easing the whole migration process is called
“crypto-agility”. In line with this principle, algorithms mixing
current and PQ methods, called “hybrid algorithms” already
exist. In fact a hybrid version of a KEM algorithm based
on Kyber (X25519-MLKEM), is already in use by multiple
online services and user agents. We will focus on NIST

candidates and hybrid algorithms to reflect the importance
of the standardization process and the deployment of hybrid
algorithms such as X25519-MLKEM.

B. Federated Identity Management Architectures

An Identity Federation is a framework to manage user iden-
tities across multiple services. A federated approach (FIdM)
allows users to access resources from different domains with-
out having to create new accounts or credentials.

In an Identity Federation, user identities are managed by
an Identity Provider (IdP), while Service Providers (SPs) are
responsible for delivering services to the end user. IdPs and
SPs typically rely on standardized protocols such as:
• OpenID Connect (OIDC): OpenID Connect [12] is an ex-

tension of the OAuth 2.0 protocol [13], specifically designed
for user authentication.

• Security Assertion Markup Language (SAML): SAML is
an XML-based standard to exchange authentication and
authorization data between systems [14].

Even though these protocols’ objectives differ from each other,
they can be used either standalone or together, depending
on the implementation. Every federation framework can be
designed in two ways:
• Mesh: each node can authenticate with any other node,

without the need for a central hub. The entities know to
whom they have to communicate thanks to a centrally
distributed SAML metadata file that describes who is in
the federation. A discovery service can be centralized or
can be accessed locally by SPs. The management of the
metadata file and the attribute release in Identity Providers
is challenging.

• Hub’n’Spoke: this architecture relies on a central hub that
authenticates users and then issues tokens to the service
providers. The hub receives all the authentication requests,
meaning that it is a single point of failure, but also
that we have an easier authentication flow. Additionally,
Hub’n’Spoke federations can accommodate mixing multiple
FIdM protocols, such as SAML and OIDC.
Both Hub’n’Spoke and Mesh federations will be affected by

the PQ migration at two different levels. First, both architec-
tures are based on SAML or OIDC protocols at the application
layer. These protocols make use of signatures (XML signatures
for SAML [15], and Java Web Token (JWT) [16] for OIDC)
which will need to be adapted in a PQ scenario. Secondly,
both architectures rely on Transport Layer Security (TLS). It
is important to note that cryptographic operations happening
at the transport layer need to be migrated to PQC and also
produce notable overhead [17]. We can see that a single
connection via a FIdM therefore involves a large number of
cryptographic operations, all of which may potentially become
more computationally expensive. Considering that in a real-
world scenario millions of connections happen at the same
time, the need to quantify the performance impact of PQC in
these architectures becomes clear.

Hub’n’Spoke authentication flow. In this paper, we focus
on the Hub’n’Spoke model. Fig. 1 shows that the Hub’n’spoke
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Fig. 1. A simplified scheme showing part of an authentication flow, focused
on signature operations, in a Hub’n’Spoke architecture federated login.

model has two main components, Service Providers (SPs) and
Identity Providers (IdPs). The two components communicate
through a central hub that acts as an SP with the IdP side of
the connection and as an IdP with the SP. When, e.g., user
authentication takes place, an IdP sends a signed token to the
hub. The hub verifies the token and signs it again (as an IdP)
and sends it to the SP that requires the user to authenticate
to their service. The SP then verifies the token and admits
the user. This operation of course happens at the same time
for thousands of SPs, IdPs and users, all in one central hub,
that has to manage the secure connection and the correct
authentication flow.

C. Related work

Several studies have explored PQC authentication protocols,
showing the impact of migrating these protocols to quantum-
safe ones. Recent work by Müller et al. [18] designed a PQ
solution for SAML XML signatures, integrating them into a
Single Sign-On protocol. Schardong et al. [19] focused on the
OAuth2.0 and OpenID Connect authentication flow, showing
how TLS handshake accounts for half of the connection
load. We refer the reader to the following work [20], for
a good overview on the work conducted so far on TLS
and post-quantum adaptation. Regarding other works on PQC
adaptation, Müller et al. [21] also analyzed how DNSSEC can
achieve algorithm agility in light of a quantum transition in the
future and in their work Goertzen et al. [22] also investigate
application of PQ digital signatures selected by NIST in a
DNSSEC application-level implementation. To the best of our
knowledge this is the first paper to analyze federated identity
with real-world data.

III. DATASET

We worked with SURF, the operator of a large European
academic research network, to study their federation called
SURFCONEXT. SURFCONEXT is one of the oldest identity
federations in operation and occupies a fairly notable position
in the FIdM landscape [23]. SURF’s federation connects more

than 3,000 service providers to over 200 identity providers
[24]. Furthermore, it is interconnected to the global eduGAIN
federation [25]. SURFCONEXT uses a Hub’n’Spoke architec-
ture, and we focus on their central hub, called ENGINE. We
analyzed ENGINE HTTPS requests for 25 days, from 2024-
09-13 to 2024-10-08. This period covers what is generally the
busiest period of the year for SURF’s identity federation as
it coincides with the start of the academic year when students
need to (re-)enrol for classes and a new cohort of students
starts. The requests are logged in JSON format, showing
timestamp, the server that generated the log entry and the
type of log entry. A log entry can be of three types: HAproxy

(all HTTPS requests), eb-auth (successful authentications), or
stepup-auth (successful step-up authentications).

Step-up authentication, the two-factor authentication that
SURF offers as a value-added service, is not considered in
the scope of this paper. As such, data related to step-up au-
thentication will not be described nor taken into consideration.

HAproxy logs contain all HTTPS requests handled by
SURF’s infrastructure. All data is filtered and all fields are
anonymized. The dataset contains detailed information on the
HTTP requests received. Here we describe only the fields that
were used to estimate the load on ENGINE infrastructure:

• backend-app: the SURFCONEXT service that handled
the request. We will use this to distinguish between the
SAML or the OIDC authentication flow;

• http-code: the HTTP response code. A response in the
400 or 500 range means that some signing or verification
operations may not have been performed;

• path: the request’s URL path. From this entry we derive
what step of the authentication flow was performed and
what cryptographic operation(s) occurred.

Each eb-auth log entry corresponds to a successful SAML
or OIDC authentication event.

IV. APPROACH

This section discusses the approach taken to predict the
impact of the PQC transition. It starts by analyzing what
factors play a role in the number of signature validations in
a Hub’n’Spoke federated architecture. We identify two main
scenarios, and for each one of them we introduce a model
describing the relationship between the tasks of a Hub’n’Spoke
federation and the number of cryptographic operations ex-
ecuted. The section ends with a validation of these models
against real-world data.

As already discussed, PQC migration can be split into
two components: key exchange (KEM) and digital signatures
(DSA). Even though these two components will likely be mi-
grated at different points in time, for the sake of simplicity, and
to estimate the eventual load the system will need to process
once the transition completes, here we assume that both will
transition at the same time. We take into consideration the
following NIST PQC algorithm candidates and a hybrid KEM
algorithm that is already being used by several services:

• Key Encapsulation Mechanisms (KEMs):



– CRYSTALS-Kyber (ML-KEM);
– X25519+Kyber (Hybrid KEM);
– HQC (newly selected, March 2025 [26]);

• Digital Signature Algorithms (DSAs):
– SPHINCS+ (SLH-DSA);
– CRYSTALS-Dilithium (ML-DSA);
– FALCON (FN-DSA).

We then compare the performance of these algorithms
with the one currently used by SURF, which is RSA with
2048- and 3072-bit keys (both key sizes are used at different
points in the architecture). We want to assess the load that
the federation hub, ENGINE, has to bear, as this component
carries out the most cryptographic operations. We assume that
most of the load on ENGINE is caused by signing, signature
validation and key exchange operations, which we will refer
to as cryptographic operations from now on. We do this to
reflect the fact that in a PQC migration the main concern
is the potentially (much) higher processing requirements of
these operations. Of course other operations related to request
processing contribute to the entire infrastructure load, but their
effect is beyond the scope of this research. To quantify the
number of cryptographic operations we describe what happens
in the SURFCONEXT architecture with two simple workflows,
by looking at the HTTP requests and the logs that SURF
gave us. The main focus is to understand who performs the
operations and when they are carried out. For each operation
we will always take into consideration the scenario when the
highest number of operations are performed by ENGINE, as a
worst-case scenario in case of performance impact.

A. Authentication flows

The Hub’n’Spoke architecture analyzed here is the SUR-
FCONEXT infrastructure. The request structures that we illus-
trate here are specific to SURFCONEXT’s Hub called ENGINE.
We use the path of requests contained in the analyzed logs to
infer the operations that happen in the authentication flows.
ENGINE can handle two different types of authentication flow:

SAML Authentication. This is ENGINE’s most common
authentication flow. It makes use of SAML requests. All
SAML requests pass through the front channel (the user’s
browser) and make use of HTTP redirects. The flow, shown
in Fig. 2, consists of four steps:

1) /idp/single-sign-on: ENGINE receives a SAML
Authentication request from an external SP. In this step
no signature validation is performed;

2) ENGINE sends a SAML Authentication request to the
user’s home institution IdP;

3) /sp/consume-assertion: ENGINE receives a
SAML Response from the institution’s IdP. Each
SAML Response is signed, so a signature validation is

performed;
4) if the previous HTTP request goes well, ENGINE creates

and signs a SAML Response for the external SP. A

signing operation is executed.
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Fig. 2. A summary of cryptographic operations carried out in a typical SAML
flow within the ENGINE Hub’n’Spoke architecture.

OIDC Authentication. This flow uses a mix of OpenID
Connect and SAML. The OIDC requests are translated by a
proxy called OIDCNG that we will consider to be part of the
ENGINE ecosystem. In this flow we have 10 steps, shown in
Fig. 3, where the last two are not necessarily performed with
each authentication:

1) /oidc/authorize: OIDCNG receives an OIDC au-
thorize request from an external SP1;

2) /saml2/authenticate/oidcng: OIDCNG starts a
SAML authentication to ENGINE A signed SAML Au-
thentication request is sent to ENGINE. OIDCNG per-

forms a signature operation;
3) /idp/single-sign-on: ENGINE receives a SAML

Authentication request from OIDCNG, a signature vali-

dation is performed by ENGINE;
4) ENGINE sends a SAML Authentication request to the

user’s home institution’s IdP;
5) /sp/consume-assertion: ENGINE receives a

SAML Response from institution’s IdP, a signature

validation is performed.
6) ENGINE creates a SAML Response for the external SP,

the SAML Response is signed.
7) /oidc/saml2/sso/oidcng: OIDCNG receives a

SAML Response from ENGINE. A signature validation

is performed.

8) /oidc/token: OIDCNG sends an OIDC token re-
sponse to the external SP. The OIDC token contains
three signed Java Web Tokens (JWTs), the id_token,
the access_token and the refresh_token. These
tokens are signed using RS256 (RSA 2048 with SHA-
256). Three signing operations are performed;

9) /oidc/introspect: the introspect endpoint checks
the validity of the access token. A JWT signature valida-

tion is performed;

1In OpenID Connect, Service Providers are typically referred to as
Relying Parties (RPs), for simplicity we use the term SP throughout the paper.
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Fig. 3. A summary of cryptographic operations carried out in a typical OIDC
Authorization Code flow within the ENGINE Hub’n’Spoke architecture.

10) /oidc/userinfo: the userinfo endpoint checks the
validity of the access token. A JWT signature validation

is performed;
Even if ENGINE and its OIDC gateway are two different

components, the load from cryptographic operations by OID-
CNG will be considered part of the ENGINE infrastructure.
So, every time we refer to the ENGINE infrastructure, we will
also refer to the OIDCNG proxy that handles OIDC requests.
We provide a detailed breakdown of how each step contributes
to the load in Section V (Tables III and IV).

B. Cryptographic operations

To each path of the request URL reported in the logs, we
assign a signing or validation operation. In this way, we can
count how many cryptographic operations are performed. In
our analysis, we consider the day with the highest number
of HTTP requests received by ENGINE because we always
want to consider the worst-case scenario for migrating to PQC
algorithms. The worst-case scenario for the migration case
is the case where the majority of cryptographic operations
are performed by ENGINE. The logic for SAML flows is
pretty straightforward, as the SAML XML signature scheme
requires only a single signing operation (and consequently a
single validation). This means that in a SAML flow one path
request usually corresponds to one cryptographic operation.
That is not the case for an OIDC authentication flow, where
one operation can imply several signing and validation op-
erations. How many cryptographic operations are performed
depends on the type of OIDC Authentication flow that is
implemented and how. We follow the worst-case scenario,
where we only consider the case where ENGINE infrastructure

performs the highest number of cryptographic operations. The
OIDC Authorization Code flow involves the highest number of
cryptographic operations and as such it will be the only one
considered. Other flows, such as the Implicit Grant and the
Hybrid Grant, are not considered in this paper. Furthermore,
in this study we do not consider the Base64 encoding/decoding
times for SAML and JWT digital signatures and focus purely
on the processing time required for signing and validation.

On top of the cryptographic operations required for signing
and validation, for both authentication flows we have to
consider all the incoming TLS connections that are managed
by the ENGINE infrastructure, where ENGINE act as the server
endpoint in the connection. This means that, always following
the worst-case scenario logic, each request to each path will be
counted as an incoming TLS connection. Each TLS connection
then requires two cryptographic operations: a key exchange
and a signing operation (to sign the ServerHello message
to authenticate the server). For the sake of simplicity, we
assume that all connections to ENGINE use TLS 1.3 with the
key agreement mechanism preferred by the ENGINE server
(X25519). For signing ENGINE is currently configured to use
RSA 2048-bit. This information has been profiled with the
SSL Server Test tool available on the SSL Labs website [27].

V. RESULTS

In this section we discuss our results. As discussed in
Sec. III, we use 25 days of real-world data from the busiest
period for SURFCONEXT of the academic year. Our dataset
contains information on 106M requests to ENGINE, with an
average load of 3.9M requests per day and a peak load of
579 266 requests per hour, typically occurring during working
hours. In the remainder of this section we first discuss how
we benchmarked cryptographic algorithms. Then, using these
benchmarks, we take the data on requests to ENGINE to
infer the impact of migrating to PQC algorithms for different
combinations of PQC algorithms.

A. Benchmarks

To estimate the time elapsed for each possible cryptographic
operation, we conducted benchmark tests for each algorithm.
For DSAs we selected three commonly used algorithms that
are in current use, two of which (RSA 2048- and 3072-bit) are
extensively used by the SURFCONEXT infrastructure and four
PQC algorithms, standardized or selected for standardization
by NIST. In general, we selected variants of PQC algorithms
at the basic NIST security level (level 1) as the security
this provides corresponds to that of algorithms currently
used in SURFCONEXT. To benchmark the PQC algorithms
we use OpenSSL v3 with the Open Quantum Safe (OQS)
provider, which implements both NIST-approved and novel
PQC algorithms [28]. For more information on how to use
oqs-provider with OpenSSL we refer the reader to the
official guide provided by the liboqs team [29]. Benchmark
data was collected by performing 100 independent OpenSSL
speed tests for each class of algorithms. A single OpenSSL
speed test consists of a 10-second run with continuous calls



TABLE I
BENCHMARKS FOR SIGNATURE ALGORITHMS; CURRENT ALGORITHMS

ARE AT THE TOP, PQC ALGORITHMS ARE AT THE BOTTOM.

Signing (ops/s) Validation (ops/s)
Algorithm mean ω mean ω
RSA 2048-bit 4 152.56 12.84 61 298.74 208.51
RSA 3072-bit 1 453.12 3.84 28 692.43 169.98
ECDSA P-256 54 085.43 148.55 17 186.14 49.07
MLDSA-44 17 386.10 83.39 46 578.86 356.02
Falcon 512 5 182.85 65.21 29 422.18 79.07
sphincssha2128fsimple 164.85 1.82 2 143.63 42.46
sphincssha2128ssimple 8.00 0.04 5 764.51 167.43

to signature generation, signature validation and key exchange
functions. The benchmark tests were run on a single core of an
AMD EPYC 9534P 64-core running at 3.1 GHz and with 4 GB
memory (4800MT/s). This CPU architecture is representative
of modern server architectures and comparable in performance
to the systems used by SURF for their federation. Table I
shows the average and standard deviation over 100 tests for
DSA speeds, with their speed expressed as operations per
second. Here we can already see that the most attractive PQC
candidate to replace signatures is MLDSA-44 followed by
Falcon 512 while the worst is SPHINCS+. Regarding signature
validation, SPHINCS+ performs slightly better, but not enough
to justify it as a feasible option in case lattice-based algorithms
were to be broken, as we will see later on when we use
these benchmarks to evaluate the impact on the real-world
infrastructure of SURFCONEXT.

For KEMs we also selected three algorithms that are in
current use, one of which – X52219 – is the preferred algo-
rithm for the server component ENGINE in SURFCONEXT,
and five PQC algorithms, two of which are hybrid variants
that combines a current algorithm (X52219) with a PQC
algorithm. Table II shows the results of our benchmark tests.
Note that while we apply the same principle we used for DSAs
of using the basic NIST security level (level 1), we make
an exception for MLKEM, where we include MLKEM768,
which has security level 3. Similarly, for the hybrid variant
we include X25519-MLKEM768 as hybrid variant. The reason
for this is that several large organisations have deployed TLS
with hybrid KEM X25519-MLKEM768 in the wild [30]–[32].
Regarding key agreement algorithms, there are not many sur-
prises, with MLKEM performing even better than “traditional”
key exchange mechanisms such as X25519 or ECP. The newly
announced NIST KEM PQC candidate, HQC, does not show
palatable performance metrics.

B. Costs and load on the infrastructure

We now combine the results of our benchmarking with the
real-world data we obtained from SURF for their identity
federation. To give a feel for the data, Fig. 4 shows the
number of successful authentications for the two different
FIdM protocols, SAML and OpenID Connect, for the 10
biggest Identity Providers in the federation. As the figure
shows, SAML is the most widely used. In a discussion with

TABLE II
BENCHMARKS FOR KEY AGREEMENT ALGORITHMS; CURRENT

ALGORITHMS ARE AT THE TOP, PQC ALGORITHMS ARE AT THE BOTTOM.

Encapsulate (ops/s) Decapsulate (ops/s)
Algorithm mean ω mean ω
X25519 15 293.55 169.34 29 449.67 68.87
EC P-256 14 197.04 58.25 17 488.46 58.49
EC P-384 696.64 5.83 1 389.27 13.23
MLKEM512 147 695.81 1 627.40 155 274.59 1 552.68
MLKEM768 96 067.42 939.99 98 044.23 930.79
X25519-MLKEM512 14 268.43 46.74 14 460.57 40.06
X25519-MLKEM768 13 571.50 39.70 13 739.70 39.23
HQC-128 313.04 1.28 206.26 0.97

Fig. 4. Number of successful authentications by IdP grouped by authentication
flow. We can see that the OIDC authentications are less than the SAML ones.

SURF we learned that OpenID Connect is used primarily in
mobile app scenarios.

To model the impact of migrating SURFCONEXT to PQC
algorithms, we must first calculate the number of crypto-
graphic operations it performs for a realistic workload. To
do this, we analyze the dataset we obtained from SURF.
For each request path, as discussed in Sec. IV-A, we assign
a number of operations carried out and estimate their load
on ENGINE infrastructure. We do this for both authentication
flows. Tables III and IV show the number of times different
endpoints involved in authentication flows were accessed on
ENGINE for a single day in our dataset (2024-09-16). We dis-
tinguish between three main operations: signatures, validations
and TLS connections. To give an intuition for the load on a
typical day, we plot the number of operations over time for
2024-09-16 in Fig. 5. As the figure shows, the load follows a
clear diurnal pattern with peak load occurring during working
hours. For each operation we use the logs described in Sec. III
to estimate the number of cryptographic operations performed
by unit of time, which we fix to one second.

With the computed number of operations for each type, we
then use the benchmarks previously shown to estimate how
many seconds are spent performing cryptographic operations
by the ENGINE infrastructure. In the ENGINE infrastruc-



Fig. 5. Number of operations in a day (2024-09-16) sampled by hour and
grouped by type of authentication (time in UTC).

TABLE III
OPERATIONS HTTP PATH COUNT - SAML AUTHENTICATION FLOW

Path Requests Signing Validations
/idp/metadata 5 070 1 (SAML) none
/idp/single-sign-on 2 356 773 none none
/idp/unsolicited-single-sign-on 778 none none
/proxy/idps-metadata 659 1 (SAML) none
/sp/consume-assertion 1 602 601 1 (SAML) 1 (SAML)
/sp/metadata 57 1 (SAML) none

ture we also include the load of the OIDCNG proxy that
translates the OIDC requests to SAML ones. To determine
whether cryptographic operations actually took place, we
check if the http-code mentioned in Sec. III returns a
value of 4xx or 5xx. Always following the worst case sce-
nario we assume all cryptographic operations have happened,
except for cases discussed with SURF. If, e.g., a request
for /sp/consume-assertion returns an error, we can
assume that a validation took place, but no signature was
created.

The CPU load is expressed as percentage and shows the
CPU time used on a single core to perform a set of cryp-
tographic operations. This means that the maximum load of
100% corresponds to a single CPU core being completely
saturated by cryptographic operations. Next to the maximum
load we also consider the desired overprovisioning level as
expressed by SURF. SURF would prefer a situation where
systems never exceed 60% load. In case this load is exceeded

TABLE IV
OPERATIONS HTTP PATH COUNT - OIDC AUTHENTICATION FLOW

Path Requests Signing Validations
/login/saml2/sso/oidcng 110 674 none 1 (SAML)
/oidc/authorize 285 298 none none
/oidc/introspect 409 486 none 1 (JWT)
/oidc/token 134 428 3 (JWT) none
/oidc/userinfo 328 144 none 1 (JWT)
/saml2/authenticate/oidcng 169 763 1 (SAML) 1 (SAML)

Fig. 6. Load of all cryptographic operations for ENGINE’s current implemen-
tation (Scenario 1). FIdM signatures and validations are largely RSA 3072-bit
based. TLS key exchange is based on X25519, while TLS signature is RSA
2048-bit based.

the requests queue is filling up. The maximum load and
overprovisioning is calculated considering only a single core.
We note that there are other constraints on resource usage by
PQC algorithms, notably memory use. In practice, however,
none of the algorithms we study in this paper have memory
requirements that would tax a modern system such as the one
we used for benchmarking [33].

To evaluate the impact of PQC on the operation of an
identity federation we consider four scenarios: i) the current
situation (which relies on RSA for signatures and X25519
for key exchange), ii) a PQC scenario with the fastest PQC
signature algorithm from our benchmarks and a hybrid key
agreement scheme, iii) a PQC-only scheme with the fastest
signature- and key agreement schemes, and iv) a PQC scheme
that avoids the use of lattice-based PQC algorithms. We
explain each scenario in more detail below.

Figures 6, 7 and 8 show three of these scenarios (we
omit the PQC-only scenario (iii) as the plot is very similar
to Fig. 7). We show in the figures that there are two types
of signature operations performed, one at the transport level
(TLS) and one at the application level (FIdM). In the current
implementation, these two use different algorithms, but in the
PQC models we assume they use the same signing algorithm
regardless of the ISO/OSI layer considered. In these figures we
will only consider the impact of signatures, validations and key
exchanges that are performed by ENGINE. The figure shows a
breakdown of the load based on TLS and FIdM operations, and
the sum of the costs for each of those operations determines
the total load of the system. While we are aware that SURF
servers are equipped with 4-core architectures, for this analysis
we consider a single-core implementation scenario.

Fig. 6 shows the load for all cryptographic operations based
on the current implementation at SURFCONEXT. As the figure
shows, the load is well within bounds even on a single CPU
core, reaching a maximum of 12.56% and an average value of
3.75% throughout the whole day. What is also clear from the
figure is that in the current situation, the majority of the load is



Fig. 7. Load of all cryptographic operations for ENGINE’s lattice based
possible implementation. All digital signatures schemes are based on NIST
standard MLDSA, while key exchanges are based on hybrid scheme
X25519MLKEM768 (Scenario 2).

due to signing operations, which makes sense considering the
current signature algorithm is RSA. As Table I shows, RSA
signing is an order of magnitude slower than validation.

Fig. 7 shows our first PQC scenario. For this scenario,
we pick MLDSA for signatures and X25519-MLKEM768 for
key establishment. We can see that in this case we have a
maximum load of 3.73%, with an average load of 1.16%.
We make these choices as MLDSA has the most promising
performance (as shown in Table I), and we pick X25519-
MLKEM768 since it is already being deployed by several
large operators as discussed in Sec. V-A. We do not consider
a hybrid signature scheme as there are no standards for this
yet. It is, however, safe to assume that adding the load of the
PQC scheme and the current non-PQC scheme gives a realistic
estimate for the load of a hybrid scheme. As discussed, we also
consider a PQC-only scenario (i.e., with a PQC KEM instead
of a hybrid variant), in particular with MLDSA-44 as signature
scheme and MLKEM512 as key exchange mechanism. For this
pure PQC scenario, we specifically pick these two algorithms
as they both belong to NIST security level number 1 and are
the fastest ones of their category, as shown in Table I and II.
As expected, this case performs even better than the hybrid
scheme shown in Fig. 7. In this pure PQC scenario, we reach
a maximum load of 2.61%, with an average of 0.76%.

Figure 7 shows that the load of the MLDSA and X25519-
MLKEM768 PQC scenario is on par with, if not even slightly
better than the load of the existing cryptographic algorithms
shown in Fig. 6. This makes a lattice-based implementation
the most optimal transition scenario since the load on the
infrastructure is the same or better. What is also clear is that
in this scenario, the load is more evenly balanced between
key establishment and signing. This means that if lattices are
proven to remain (quantum-)safe then migrating to a pure
lattice-based system is optimal.

Relying only on a single family of PQC algorithms, such
as lattices, is a cause for concern [4], [7]. For example, recent
works include successful [34] and less successful attempts [35]

Fig. 8. Load of all cryptographic operations for ENGINE’s non lattice based
possible implementation. All digital signatures schemes are based on NIST
standard SPHINCS+, while key exchanges are based on HQC, another (newly
appointed) NIST standard (Scenario 4).

at reducing the complexity of solving the lattices problem. For
this reason NIST is choosing several candidates belonging to
different families of mathematical problems. For the second
PQC scenario, shown in Fig. 8, the algorithms chosen are
SPHINCS+ and HQC because they are the only non-lattices
NIST standards as of now. In particular, we pick HQC-128 and
SPHINCS+ 128 as they fall into the NIST level 1 category
of PQC algorithms. Note that we do not consider a hybrid
variant of HQC, since there is no standard to support this at
present. However, it is safe to assume that a hybrid variant
that includes HQC would perform slightly worse (as is the
case for “pure” MLKEM768 versus X25519-MLKEM768 as
shown in Table II). Compared to the lattices-based scenario,
the performance of SPHINCS+ and HQC is worrisome. Com-
pared to Fig. 6 and 7, Fig. 8 also shows the desired 60%
overprovisioning and the maximum load for a single core. We
can see that we not only exceed the 60% overprovisioning
threshold for most of the day (from indicatively 6:00h till
22:00h), we also significantly exceed the maximum load for
office hours. In addition, we have more than 3 seconds of core
load at the peak of operations on a day, which is dangerously
close to a 60% overprovisioning threshold even on a 4-core
architecture. This means that SURF will likely have to expand
their infrastructure if they ever need to accommodate such
a PQC scenario. They would need more than 5 times the
computational resources they currently have (3/0.6), requiring
an investment on their part. Even taking into consideration
that the OQS library has limitations [36] and that perfor-
mance might improve compared to our current benchmarks,
SPHINCS+ and HQC remain unattractive choices.

VI. CONCLUSIONS

In this paper we set out to estimate the impact of transi-
tioning a real-world Hub’n’Spoke identity federation to two
different PQC implementations. Our operational scenario is
based on data from SURF, a large research network operator
for their SURFCONEXT. Based on our analysis we draw
following conclusions:



Lattices and alternatives – We show that while a lattice-based
PQC implementation has the potential to perform even better
than the current implementation used by SURF, a non lattice-
based one leads to performance concerns. Relying solely on
lattice-based schemes for post-quantum security, however, is
not a safe option, in case lattices turn out to be unsafe.
The current PQC candidates therefore pose a conundrum. We
can, in operational settings, either choose for a performant
combination banking on the safety of lattices (effectively
putting all our eggs in one basket), or face investments in new
infrastructure. There is therefore a clear risk that operational
deployments might move to lattice-based PQC. NIST’s press
release and their draft documents [4], [7] emphasize the
importance of exploring alternatives, and for this reasons
candidates such as SPHINCS+ and HQC have been included.
Unfortunately, their performance is problematic. It is therefore
advisable to invest more time in selecting standards other
than lattices especially ones that are more performant than
SPHINCS+ and HQC.
Existing protocols – The current SAML standard, widely
used for federated identity management and the main pro-
tocol in SURFCONEXT, has to be revised to accommodate
post-quantum resilience. The existing version of SAML 2.0,
requires the use of RSA 2048-bit signatures, but leaves other
signatures as optional or up to the implementer [37]. This will
not hold up in the quantum computing era and necessitates
an update to the standard to protect against quantum threats.
As research on other Internet protocols shows (e.g., Müller et
al. [21]), this is a time-consuming process.
Future Work – We did not consider the impact of PQC
algorithms on network transport requirements (bandwidth use,
latency inflation due to additional round trips, etc.). Recent
work by Cloudflare has shown that transport of larger sig-
natures can cause additional delays when establishing TLS
connections [38]. In FIdM scenarios, we not only need to
consider the impact on TLS session establishment, we also
need to consider the transport of SAML and OpenID Con-
nect signature data encoded at the HTTP level, where both
protocols encode signature data as Base64 data, which further
inflates the size of the already large signatures created by PQC
algorithms.
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APPENDIX

A. Ethical considerations

We follow community best practices by exclusively working
with anonymized and aggregate data. Anonymization of the
data was performed by SURF prior to sharing, and none
of the URLs processed for our dataset contain identifiers of
users, sessions or organizations connected to SURFCONEXT.
Otherwise, the study does not raise any ethical concerns.


