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Agenda

1 1 hour 30 minutes: MITM attacks against IoT devices
2 1 hour 30 minutes: CVE reproduction
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Laboratory

1 https://drive.usercontent.google.com/download?id=1yUrC4Bgk9_
UDJacqZDwC-SZwuP6DVwKq&export=download&authuser=0

2 A laptop with hotspot capabilities
3 Python 3.x
4 A smartphone to install Tapo app
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Man in the middle

A Man-in-the-Middle (MITM) attack is a type of cyber attack where an attacker intercepts and possibly
alters communications between two parties without their knowledge.
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Man in the middle

1 Positioning: The attacker positions themselves between the communication �ow of two parties,
such as between a client and a server.

2 Interception of Data: Once in position, the attacker can intercept the data being exchanged
between the two parties.

3 Modi�cation (Optional): In some cases, the attacker may choose to modify the intercepted data
before passing it along to its intended destination.

4 Relay: After intercepting or modifying the data, the attacker relays it to the intended recipient,
making it appear as though the communication is still direct between the two parties.

5 Stealth: The success of a MITM attack often depends on the attacker's ability to remain
undetected.
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Example 1

Public Wi-Fi Networks: Imagine you're at a co�ee shop using their public Wi-Fi network. An attacker
could set up a rogue Wi-Fi access point with a similar name to the legitimate one
("FreeCo�eeShopWiFi" vs. "FreeCo�eeShopWiFi_2"), tricking users into connecting to it instead.
Once connected, the attacker can intercept all the data passing between the user and the internet,
including login credentials, emails, and banking information.
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Example 2

TLS Intercept: Many websites encrypt their tra�c using SSL/TLS to ensure secure communication
between the client (such as your web browser) and the server. However, an attacker could intercept the
initial connection, presenting themselves as the server to the client and as the client to the server. They
could then strip away the SSL encryption, leaving the communication vulnerable to interception and
modi�cation.
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Example 3

Email Hijacking: In this scenario, an attacker gains access to the email tra�c between two parties.
They intercept emails, possibly modifying the content or inserting malicious attachments or links before
forwarding them to the intended recipients. This can lead to sensitive information leakage, malware
infection, or �nancial fraud.
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Example 4

DNS Spoo�ng : Domain Name System (DNS) translates domain names into IP addresses. An attacker
could compromise a DNS server or manipulate the victim's local DNS cache to redirect them to
malicious websites instead of the legitimate ones they intended to visit. For example, a user trying to
access their online banking website might be redirected to a fake website controlled by the attacker,
where their login credentials are stolen.
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Example 5

Compromised Router : If an attacker gains control over a router, they can intercept all tra�c passing
through it. This allows them to conduct various MITM attacks, including intercepting and modifying
data packets, injecting malicious code into web pages, or redirecting users to phishing sites.
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Leveraging the local network

IoT devices and the related
companion app should
leverage local connectivity
when they are in the same
network

Safety and Reliability
reasons

Security principle

In the literature

Our aim

Vincenzo De Angelis Man-in-the-middle attacks against IoT devices TMA 2024 11 / 76



Leveraging the local network

IoT devices and the related
companion app should
leverage local connectivity
when they are in the same
network

Safety and Reliability
reasons

Security principle
In the literature
Our aim

ENISA guideline GP-TM-17
“essential features should continue to work with a loss of
communications and chronicle negative impacts from
cloud-based systems ... a loss of communications shall not
compromise the integrity of the device, and the device
should continue to function if the cloud back-end fails”
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Leveraging the local network

IoT devices and the related
companion app should
leverage local connectivity
when they are in the same
network

Safety and Reliability
reasons

Security principle

In the literature
Our aim

ENISA guideline GP-TM-43
“... IoT devices should not rely on the network firewall alone
to restrict communication, as some communication between
devices within the home may not traverse the firewall.”
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Leveraging the local network

IoT devices and the related
companion app should
leverage local connectivity
when they are in the same
network

Safety and Reliability
reasons
Security principle

In the literature

Our aim

While the security of cloud-device connections is
typically strengthened through the usage of standard
protocols, local connectivity security is frequently
overlooked (also from the scientific literature*).

* A. Girish, T. Hu, V. Prakash, D. J. Dubois, S. Matic, D. Y. Huang, S.

Egelman, J. Reardon, J. Tapiador, D. Choffnes, and N. Vallina- Rodriguez, “In

the room where it happens: Characterizing local communication and threats

in smart homes,” in Proc. of the 2023 ACM on IMC. ACM, 2023, p. 437–456.
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Leveraging the local network

IoT devices and the related
companion app should
leverage local connectivity
when they are in the same
network

Safety and Reliability
reasons
Security principle
In the literature

Our aim

We focus on one of the main threats arising in the local
network, i.e., Replay Attacks
We developed a tool, named REPLIOT, for
automatically testing vulnerability to replay attacks

S. Lazzaro, V. De Angelis, A. M. Mandalari and F. Buccafurri, ”Is Your Kettle

Smarter Than a Hacker? A Scalable Tool for Assessing Replay Attack

Vulnerabilities on Consumer IoT Devices.” 2024 IEEE International

Conference on Pervasive Computing and Communications (PerCom), Biarritz,

France, 2024, pp. 114-124, doi: 10.1109/PerCom59722.2024.10494466.
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Threat Model
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Threat Model
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Threat Model

Adversary
The adversary is any party that can
access the local IoT device traffic.

Threat Model Plausibility
Proliferation of (possibly malicious)
IoT devices in the home
environments
Remote attack such as NAT hole
punching.
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Our Tool

REPLIOT
A tool for automatically assessing replay attack vulnerabilities on IoT devices (Artifact Certified)

Tool Features
It is designed to be device-agnostic (i.e., no need of prior
knowledge of the device-specific features)
It can automatically detect whether an attack is successful or not

Three modules
Training Module
Attack Module
Detection Module (equipped with a ML model for novelty
detection: Local Outlier Factor)
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Our Tool

Table: Operation Steps.
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