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Put a & Tiger in Your Tank g
PUT ATIGER IN YOUR TANK!

(I assume part of the audience
has not direct memories of the slogan,

as | myself was only 7yr old back then) PUTATIGER IN YOUR TANK!
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"Put a tiger in your tank" a successful 1959 slogan by Emery Smith
https://www.campaignlive.co.uk/article/history-advertising-quite-few-objects-43-esso-tiger-tails/1151980

YOUR TANK! S,



https://www.campaignlive.co.uk/article/history-advertising-quite-few-objects-43-esso-tiger-tails/1151980

Put a & Tiger in Your Tank g

Before even considering how an
“Al network tiger” could look like,
let consider a 10,000 feet high view of
the current network problems, to see
why we would even need such a tiger ?

"Put a tiger in your tank" a successful 1959 slogan by Emery Smith
https://www.campaignlive.co.uk/article/history-advertising-quite-few-objects-43-esso-tiger-tails/1151980
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Ingredients & recipes for + Flash few examples
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good Al/ML use in networks  out of our activities
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Hardware advances
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Deep neural networks trend “Natural” neural network |

Increasing neural network size over time @
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Number of neurons (logarithmic scale)

1.
Numbers of neurons increases lan Goodfellowand YoshuaBengioand AaronCourville
faster than the number of transistors Deep learning, MIT Preskttps://deeplearningbook.org



https://deeplearningbook.org/

Hardware advances for general purpose computing

([ G
: C Trends
C Al chips

History

2.
Moore law will come

10,000,000
1,000,000
100,000
10,000
1,000

100

10

to a stop eventually
(the gap is already big)

2003, Moore law starts fading 2018, 15x gap

Moore's Law vs. Intel Microprocessor Density

@® Moore's Law (1975 version) @ Density

1980 19380 2000

From CACM 2019/02
10.1145/3282307 AWARD



Hardware advances for general purpose computing

. 1
31_1_}1010 Slatency (3) - e End of the Line = 2X/20 years (3%/yr)

Amdahl's Law = 2X/6 years (12%/year) ¢
End of Dennard Scaling = Multicore 2X/3.5 years (23%/year) 1

¢ CISC 2X/2.5years 1 RISC 2X/L.5 years
(22%/year) (52%/year)
/ 7 \ C History ARl
C Trends g
Al ch R 10,000
C Al chips 0
E_ 1,000
4
[+}]
e 100
(1]
-
g
2b g P
Computing performance 1
— 1980 1985 1990 1995 2000 2005 2010 2015

increase is slowing down

it’s not just Moore law... From CACM 2019/02
( g / 10.1145/3282307



Hardware advances for general purpose computing

P
m C Trends

2cC.
Dennard scaling also

Nanometers

200

180

160 -
140 -
120 -
100
80 |
60 -
40
20 .

0

practically stopped,
(E multicore, but limit
gain due to Amdahl law)

2008, end of Dennard scaling

——Technology (hm)  —=—Power/nm?

Relative Power per nm?

> 2000 2002 2004 2006 2008 2010 2012 2014 2016 2018 2020

From CACM 2019
10.1145/3282307 AWARD



Hardware consumptions for artificial neural networks ?

1E
100 P
10P

-
_U

100 T
10T

0
m C Trends

3 10G

Performance (FLOPS)
-

100 G

General purpose designs 16

v

hitting a power wall

Performance:

100% of human scale
Real time processing
Resources predicted:
~ 4 PB of memory

> 1 EFLOPS, ~ 500 MW

12 years 250 GFLOPS

1995 2000 2005 2015 2020

Year

2010

Data from: https://www.top500.org/

Courtesy H.S. Philip Wong ( ), Stanford & TSMC



Hardware bottleneck for packet processing ?

; G
C Trends
C Al chips

History

4.
Normal packet processing

v

can hit a memory bottleneck

Example:
All-softwa

flow-preserving

re Input x

load balancing CPU,

Computing f()
Cycles Per Function Call
268 92 71 47 47 47
ﬁg ! " f()sustainable at line rate |
60 | -
50 CPU |

30
Mlaxamial ket i
2P 048 Mppd

10
o L

Hash Rate [10° ops/s]

40 tbottleneck

toeplitz
Same RSS function
used by hardware NICs

spooky Murmurd ADD  XOR toeplitz_be

FloWatcher-DPDK: lightweight line-rate
flow-l evel monitoring

/

n
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Hardware bottleneck for packet processing ?

Pk History

G
: C Trends
C Al chips

4.
Normal packet processing

can hit a memory bottleneck

v

Example:
All-software
flow-preserving
load balancing

Input x

CPU,,

Accessing
Cycles Per Packet
1 3 T8 92 94
L RAM access
=10 bottleneck
s 8t ©
E
= O
5 41
2 2|
=0

=accessing f(x) results
directly from NIC mbuf

RSS IP [P+TCP  5-tuple

FloWatcher-DPDK: lightweight line-rate
flow-l evel monitoring

/

n

S



Hardware bottleneck for Al processing ?

- | Deep Learning Accelerators

AlexNet ResNet-152 Language Model
~ | (CNN) (CNN) (LSTM)
7 C History
C Trends 8%
m C Al chips V

92%

4b.
General purpose designs

v

. . Compute @ Memory
hit a memory wall for Al too! 4

Intel performance counter monitors 2 CPUs, 8-cores/CPU + 128GB DRAM
Source: S. Mitra| (Stanford)



Hardware design trends

C History
i C Trends
& C Alchips

v

Go beyond classic
Von Neumann architectures

Estimated On-chip SRAM (MB)

H.S. Philip Wong ( ),

Stanford & TSMC

ff-Chip DRAM

< Limited 1/0
g / Connectivity
RAM NIC = I I’,
c Board Si Logic Die
'3
S
Bus =
60 - Intel Xeon E7-8890 v4 @ 3.8 GBytes @
o 1.4 nm node
50 - ®
®
40 - ° Recall
o
° o,
° NVIDIA Tesla V100 4 PBM memory
30 - CPU ] 7\ -‘ £ .
°
20 - e
® GPU
10 - ®
Intel Xeon X5355 NVIDIA Tesla K40 .
0 . . - 10 neurons each
2006 2009 2012 2015 2018 connected to 104

Launch Year
Source: W. Hwang, Prof. S. Mitra (Stanford)

- synapses )



Hardware design trends

g C History
B C Trends
e C Al chips

m

Go beyond classic
Von Neumann architectures
(E memory-compute integration)

RAM

NIC

Bus

NPT

NIC

H.S. Philip Wong ( ),
Stanford & TSMC

ff-Chip DRAM
Limited 1/0
g Connectivity
>
P A
D Printed Circuit ﬂ
g Board Si Logic Die
Q
>
>

N 4 HBM-Type DRAM

/Si Logic Die

Scale Connectivity Si Interposer

HBM-Type DRAM
Y

Si Logic Die TSV + puBump Connectivity
(Micron Scale)
High Speed On-Chip

Nonvolatile Memory

i High Density On-Chip
; ynt KNonvoIatiIe Memory

=~ T

1

(RN
J -

Energy Efficient Logic

(Thin Device Layers)

Dense ILV Connectivity
(Nanometer Scale)

uoleidaiu] Alowan-21ndwo)

Si Logic Die



Hardware design trends Huawe

C History
& C Trends
e C Al chips

e

E

Ascend

Asconcies Shih Tesla FSD

i 4

i | ot |
L] .t ! 5 -' . -l » -' . . ‘h . |
' 3 i
eu ralsetwork Pr,cess
¥ {

Google TPU v3.0

!

Heterogeneous Integration:
GPU + High Bandwidth Memory (HBM2)

v

Go beyond classic
Von Neumann architectures
(E design tailored for CNNs)

Superior processing power
that equals to 100 CPUs

NVIDIA
Volta >300B transistors




Hardware design trends Huawei

Ascend

R AE310
Ascend 310

?, Ascend

Al chip brand name

0

Ascend 810

DaVinci
Unified chip
architecture

C Al chips

Ascen®10 (Max)
FP16: 256 TFLOPS

Ascend10 Mini)
FP16% 8 TFLOPS \.
INT8X 16 TOPS INT8: 512 TOPS

Go beyond classic Power: 8W
Von Neumann architectures Process: 12nm

(EfleXible design, edge intelligence) > DaVinci Server >> DaVinci Cluster >
L

v

Power: 350W
"™ Process: 7+ nm




Hardware design trends

= C Al chips

v

Go beyond classic
Von Neumann architectures
(E flexible design, cloud)

Huawei
Ascend

£HREK310

“Ascend 310

ﬁ Ascend

Al chip brand name

Ascend 810

Ascend board
DaVinci node

X86 Node

DaVinci chips>m> DaVinci Cluster >




Hardware design trends Huawe

Ascend

£HREK310

“Ascend 310

ﬁ Ascend

Al chi brand name

Ascend 810

i f: Cluster Network  Ascend \lJ# 512 PFLOPS

Cluster 2048 Node
Cluster

. C Al chips @ ® 0 0

Board level
interconnection

WT """ ’ XX |

v

D gy D ﬁ
1)

‘=

Go beyond classic
Von Neumann architectures

(E flexible design, hyperscale) DaVinci chips>> DaVinci Server

\ J




Hardware is key, but software needed to exploit it!

A bit extreme example, but valid point!

Matrix Multiply Speedup Over Native Python \

62,806
100,000 /
e 6,727 /
1,000 / /
10 7
_ 1 /
il

> Python C + parallel + memory + SIMD

C Al chips

Speedup

GO beyond CIGSSiC loops optimization instructions
Von Neumann architectures

= . Ex. fromLeiserson C, “There plen r<
(£ software still matters) lllustration from CACM 2019/02 10.1145/3282307 AWARD



Hardware is key, but software needed to exploit it!

Don’t expe cdompileh e
to just doall the magic Ascend software stack

The more you know,

the better your program

g C History

= T d Level 3 Compiler
(; rends (mathematical programming model)

. ’Alv‘i’,h"‘",/" ) A - ::> Q AI Ch i pS

<«

Level 2 Library (written by skilled Y
programmer)

NO free Level 2 Compiler
I unec h (parallel/kernel programming model)

~

Level 1 Library (written by expert)

Low Level 1 Compiler (Intrinsic C)

SOftWGI"e (Architecture defined programming)
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Networking data for ML / Al

\ Y4

X

Volume Veracity

0 Network
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Networking data for ML / Al
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so few/|labels :

()

O 0~ =
> B di

User devices Gateway/access

\ Y 4

¥ Veracity
Volume
4(+1) Vs <<:!i!E:>
of big Visibility
data

e \Velocity

:_3, Variety 7
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Aggregation/metro Core Internet
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Networking data for ML / Al

Veracity
Volume

isibility

Huge diversity

_
/|labels

User sentiment Variety .l '

(e.g., MOS) ® 00

In-app telemetry Packet-level Flow-level Coarse data E %’ & Inference/

(e.g., HAR) (e.g. pcap) e.g., IPFIX e.g., SNMP i

R ) (8 ) (e-g., ) z'elemftry publicDB

o 0 2 D B gesepl
— = i

User devices Gateway/access Aggregation/metro Core Internet

Telemetry
(e.g., Yang)

ARERAY
ARER

\>
i :)
[+ ]
m
2=

Data center



https://wwwe6.slac.stanford.edu/research/scientific-computing
https://home.cern/resources/faqgs/facts-and-figures-about-lhc

Networking data for ML / Al

o SLAS

data LinacCoherent ﬁ Veracity
Light Source Volume
10%° bps, 4 PB
L argeSynoptic Global s'cale, worse
Survey Telescof tha_n h|gh-engrgy .
108 pixel/sec physics; operational SIISIIIAY

overload

e \/elocity

(‘m ::K Variety

Large Hadron Collider

400G Switch
(LHCY0'? bps CE12800 g NE9000-20/8

0 = (Z{),—-\ S m
S°5  aw* 2 B E

4T Routiar

User devices Gateway/access Aggregation/metro Core Internet


https://www6.slac.stanford.edu/research/scientific-computing
https://home.cern/resources/faqs/facts-and-figures-about-lhc

Networking data for ML / Al

0 Network
data

So much

/,/
so few/|labels :

()
o o =
— = —

User devices Gateway/access

‘ "‘ @ Qﬂgo shoplfy -
Protocol contmuosuly evolve,
@' change and die. So do labels
VeraC|ty 9 (- SAPd

Volume El

Velocity

2 B

Aggregation/metro Core Internet Data center




. 5 Layer 8 (User

Networking data for ML / Al |

Quality of Experience eresentaron [
0 Network labels, notoriously hard
data mroductivity
e Voice/video
call
° Streaming

Office 365
So much

Expert labeling much
harder than telling
cats vs dogs apart

\Y[ONY

O ellugmis
(— D
User devices Gateway/access Aggregation/metro Core Internet Data center




Networking data for ML / Al

Loss of visibility
Network
| Pervasive

0 data
P o PEC P NE encryption

So much ) /WF Office 365

——

‘\ ~
(@pIw—""—
(— —J
User devices Gateway/access Aggregation/metro Core Internet Data center




Networking data : added ML / Al v

R

'S

~t ~—

dinxrease @fficien’cy, same bud
a U (dearease huenah leffort, s

data,

Example:
Automated

Application
Recognition

-
X )

2o

User devices

Application packets

3l 4 5| 6 Jd]

New traffic flow§

Inputs <
“Ground truth”

Labeled instances
of applications of
interest 5D ...
used for training

-

@ _
e

Gateway/access

Mean packet size,
flow rate, timing

\_Featureextraction /

Algorithm/ system \
Cxpert models
LReverse engineering &euristic
_———— Machine learning
:

J

@Iassmcatlo n/

0

EIZTTIDTGEiDEtEZT‘

- Deep Neural Networks BN
;—”—“—"—”:—1:7 = = -
NS rZ, 2% S

é\ Featureextractlon +Classification J

@ ea.d,
altle O My

>C

Aggregation/metro

Core

e

Outpu X "C
Prediction @%) (C' [
for each floﬁ)/o E,
C Expert model manual effort,

difficult to maintain

Machine learning algorithms
to automatically learn optimal
separation boundaries from
engineered data

Deep Neural Netsalgorithms

to automatically learn non-linear
functions from raw data

ARERAY
ARER

.
o
o |
[ o]
)

Internet

Data center
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Care about interpretability, not

M L—powe red netWOrkS ) just performance as a black-box

|
I Favor understandable models (eg trees)

when good enough, use soft-state
output (eg confidence), maintain ability
to switch from scientific data to the
original “domain expert”, etc.

Severakechnigues inherentlyas efficiernt as voscure

Some jobs will be lost, but humans operators
will remain even with self-driving networks

C Explicability C Convolutional Neural Networks
. = 1 ?
(; Evolution C weights of denseIY connected neurons:
. ¢ Support Vector Machines
Q Secu”ty C representative examples of each class?

@ften difficult to explain results to adomain expert

C Dimensionality reduction ( PCA / tSNE ) G |i
~ & LT
C very compact, but how to interpret? R ,[
. . ‘-f-ﬁ%.‘,; .".' |
C Outlier detection : =
C along which of the many dimension? \\//

L= D B 9 < i

User devices Gateway/access Aggregation/metro Core Internet Data center >




= clhnlalcE2d» Humanreadable anomaly detection

ATy DCN routers & switches
okt  All BGP DCN (RFC 7938)
* 30 nodes, 1 collector
Z—=F —— * YANG telemetry
= wln wle me mm S S « 700+ interfaces,

WAN Routers 7

* Routers expose nearly L . N
70,000 YANG features LT e SN

* Scarcity of labeled data

* Anomalies are very rare . =
* Root cause analysis complex N ] e £ * data and control
and time-consuming et = Om oo o =n oo planes features

Local (noddevel) Global (networklevel)
\ A
\

Goal:Distribute intelligence to
reduce streamed data volume
for anomaly detection

Goal Combined anomaly detection and

G
root cause analysis; automatically identify
the KPIs (=features) selected by experts




= clhnlalcE2d» Humanreadable anomaly detection

Like Baidu for network anomalies

.0 0.
Anomaly Detecton | = Baich B e

Sections
Burst Analysis ] +
- Give to the human operator an
Daizzes Feature Analysis ordered list of likely causes of -
Dataset study Variable Plot Variable Densities anomalous be aVIor’ In decreaSIng Feature Scores
@ order of algorithmic importance .
Dashboard
. @ 16 ﬁm Variable Score Anomalous in Ground Truth?
3D Data Projection 14 “ 1 npchip_PES_1_4_0_25841_0x&D CAUSE_URPFCHKERR 1499  true
12 Inl 2 npchip_PES_1_4_1_25841_0x8D CAUSE_URPFCHKERR 1498 true
Anomaly Detection 10 .
.Hl 3 npchip_PES_1_4_1_25844_0x90 CAUSE_IPV4_FIBDROP 1240 false
Feature Scoring > 8 ‘ 4 npchip_PES_1_4_0_25844_0x90 CAUSE_IPV4_FIBDROP 0.868 false
s 6 || | 5  npchip_PES_2_1_0_25756_0x38 CAUSE_DIPERR 0.736 false
Elizlernig MR E EE 6  npchip_PES_2_2_1_25800_0x64 CAUSE_ARP_MISS 0599  false
methods are detailed in the
technical background guide, .
section 4.3 Feature Scoring ‘ | 7 npchip_PES_2_2_0_25756_0x38 CAUSE_DIPERR 0.568 false
| 8  npchip_PES_2_2_1_25789_0x59 CAUSE_AIB_FAKE 0514 false
T
1000 2000 3000 4000 5000 6000 9 tmchip_TM_2_3_0_3ODOZ_TM_EGQ_RQP_DBCARD 0.497 false
x 10 npchip_PES_1_3_0_25800_0x64 CAUSE_ARP_MISS 0365 false
Showing 1 to 10 of 335 entries Previous ‘ 1 ‘ 2 3 4 5 34 Mext




ML-powered networks

e

Online/streaming MLalgorithms

‘*-.

>
c@ég ® R0
oo™

&

03

Unsupervised

L ® o L L

(]

¢ Evolution

\ Model fusion
e 3
" L

User devices Gateway/access

2 ®

Aggregation/metro

C Network evolves, so
should your models

A Clustering (e.g, Dgrid,
DenStream, CluStream)

A Trees (e.g., Hoeffding tree,
Adaptive Random Forest)

C Networks have a large set of sensors, fusing
this models better than exchanging data

A Federated Learning (at the edge)

A Transfer Learning (more general concept)

TEE
GrEsvd
HEERAY
FANGE

S Y
Core

Internet Data center



ML-powered networks
Da Vinci

ﬁ_ b ﬁ%% 1 G) MLalgorith Unified Aljchip architecture

“Ascend 310 - T
' Cube
LSU Scalar

Ascend A |
Al chip family brand name Cache/Buffer

b,
“

Device Edge Cloud

Ascend Ascend

NETT Tiny Achlteend Ascend 310 Ascend 310 Nx Ascend 310 Ascend 910 1024x Ascend910

Evolution

10KB 100KB 10MB 10-100MB 10-100MB 100+MB 300+MB 32 TB
20MOps 100GOps | 1-10TOps | 10-20TOps 10-20TOps =~ 10-100TOps 200+TOps 256 POps

5 N (X) = m
879%™ = BF €

User devices Gateway/access Aggregation/metro Core Internet Data center



ML-powered networks
Da Vinci

b ﬁ%g j O MLanonth Unified Aljchip architecture

ASGQWH‘ 31 Q - Vector
' Cube
LSU Scalar

Ascend ",
Cache/Buffer

6,

Al chip family brand name R
~Supervised

e\

Device Edge Cloud

Ascend Ascend

NETT Tiny Achlteend Ascend 310 Ascend310 Nx Ascend 310 Ascend 910 1024x Ascend910

Evolution

10KB 100KB 10MB 10-100MB 10-100MB 100+MB 300+MB 32 TB
20MOps 100GOps | 1-10TOps | 10-20TOps 10-20TOps | 10-100TOps 200+TOps 256 POps

R (%S» D m
=l Ve =T BFE

User devices Gateway/access Aggregation/metro Core Internet Data center



) In ML, the journey matters
M L—powe red networks more than the destination I
I Use (supervised/unsupervised)

: : : stream learning techniques,
Online/streaming MLalgorithms Enfuse models automatically (eg,

'8 federated/transfer learning,)

'* o . X Transform models automatically
& ~ny 9 AR NUMAAM AN (eg, specialize/quantize models)
Unsupervised - ‘Supervised AlOps (automate model catalog

C} Evolution management and deployment)

Model fusion +Model morphing + Embracé\lOps

Vector
Cube
Scalar

Cache/Buffer

EEEEEE

Federated learning
X ()
o 'y B I

User devices Gateway/access Aggregation/metro Core Internet Data center >




Superviseo“ Unsupervised
Coarse
Classification Novelty discovery | grained
function function label y

Encrypted
traffic
flow x

»
>

EEEEEEE—

Fine
grained
label y

= chellsy Encrypted & unknown traffic classification

Video I, v,

VoIP

Q
Game @
saas [, l:l [sacg

Youtube n Adobe h‘

< @ Office365()
e
P “  Whatsaf g

____________

Update model |
(Incremental training),
[

- Unknown

Fortnite )
= Slack “_




=

>

Superviseo“ Unsupervised

Convolutional Clustering
Neural Network

Encrypted
traffic
flow x

Coarse
grained
label y

 E——

Fine
grained
label y

= chellsy Encrypted & unknown traffic classification

Video n m
S
VoIP | | e

Game )

SaaS 'A‘L I:l w

Youtube n Adobe h‘
Office3651 )
Skype @

Fortnite )
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Just as network protocols,
ML can (& will) be hacked

ML-powered networks )

SR e

ML Evasion Foreworded is forearmed !

C Can happen locally, when a model is deployed
C E.g., Adversary circumvents/alters traffic classification| Robust training, differential

results by purposely altering its own features privacy, etc.

C Explicability Adversarial ML | |
, C Canh for st ino techni duri No silver bullet exist though:
(; Evolution tr?enlezfrrl)ii; ;)r:’asséeamlng echhiques, during security is the art of making
' he righ
C_; Security C Adversary alters the ML training process by the right tradeoffs

da" perturbation

purposedly mislabeling data, affects all systems s o

L eak of sensitive information

C E.g, adversary extracts information
from shared/accessible ML models
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Agenda

@% Control
% the network

s G Closing the loop
gl . C Humans & the loop
%= \'.

) G System aspects

Ingredients & recipes for
good AI/ML use in networks

Aim of this talk>)




When closing the loop,

Al-powered networks mind the gap!

Control
the network

¢ Closing the loop

User devices Gateway/access

Games (Go state space ~119

C AlphaGo (10,000s of human amateur and professional Need to leverage
3 days training, 1920 CPUs, 280 GPUs, elo rating 3.16) simulation/emulation
C AlphaGo Zero (simply plays against itself) (eg digital twin) to

4 TPUs, 40 days to beat AlphaGo Master, achieving elo speedup training &

! anticipate actions
G Portability? Add one row E to the board !! Adda, pl reward

Networks (state spac@N, with N>>100) | icrnal state of Al

C Portability is essential: you cannot sell an Al product algorithms cannot be
that will make performance worse for over a month ! debugged by humans,

C Results coupled with delay of telemetry, and delay telemetry of uttermost
to actuate actions in the controller importance

¢ Convergence speed matters ! for any techniques
(Reinforcement learning, Deep reinforcement learning,

Stochastic optimization, etc.) o2 G2
\—/
<

Aggregation/metro Core Internet Data center
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WLAN traffic optimization

Campus ¢+, Insight

e,
| STA | sTAS |
(SN y
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. STA3 STA4 O/ STA 5

(Deep) reinforcementearning

Reward=f( T, D, QoE, I, RSS], ...)

Agent

State |04

parameter 6

Reward |

Simulation Emulation Real
Take . )
~ction environment| | environment world

Observe state

Speedup state exploration
Combine multiple environments

Simulation

Emulation

Real world
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WLAN traffic optimization

Campus ¢+, Insight

g,
| STA | sTAS |
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Vg [ ] Q % 1ISTA) / .L/
\.I.\ STA—Q Yoy’ '-_\..\ /,{

STA3 STA4 ./ STA 5

(Deep) reinforcementearning

Reward=f( T, D, QoE, I, RSS], ...)

Agent

State |

parameter 6

Reward |
Emulation

L. nvironment

action enviro e

Observe state

Real
world

Speedup state exploration
Combine multiple environments

Simulation

Emulation

Real world




Keep humans in the (slow) loop,

Al-powe red networks facilitate their interaction with Al

@34 Control
op
_o

the network

¢ Humans & the loop

User devices

=

@ _
e

Gateway/access

: Ul to empower AlOps & online
QOEdI’IVEﬂ network management models with streams of labels

In most cases, users in the end-to-end loop

C Must avoid humans in the fast loop (else it Automated techniques to make
breaks the autonomic paradigm) interaction with non- Al expert

C Useful to keep humans in the slow loop Homer-proof (eg. Huawei’s
(e.g. involve end-users to ensure Al controlled ModelArts)

networks works better than before!)

Humanresilient Al

In most cases, human operators will not have a clue

(or anyway will not be experts) of Al technologies

C Al should be resilient in spite of poor/adversarial
training, bad calibration, overfitting, unfairness, ...

C Artificial intelligence must use techniques to be
robust and survive in spite of human stupidity....

B e e
\N—’ ) [l | T | BT |
00N 00| D
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Web Quality of Experience

You [ f:‘g\'\\ \ZU;?)C):
TUhe £ 1,3 L(f)z‘?_?
(3 5"

N = ? <

@ g’)) ((‘- p- BT

Offering Ge@l user CoEIs a common goal



Web Quality of Experience
pdst

6+ months Ongoing
60,000+ users = 3 collaboration
WIKIPEDIA
1 I I I I |

Negative
0.4 = Neutral

B
Detecting/preventing user May Jun  Ju Aug Sep O

Answer breakdown




Statistical approach not a silver

Al-powe rEd netWOrkS bullet. Al resource allocation !
Deep knowledge of tools
9% Control Need for deterministic algorithms needed. ML/AI otherwise
~©  the network C Machine learning is not a silver bullet: is just a buzzword
O ML accuracy 99.9% (dream model)
100,000 configuration lines = 100 errors Commoditization of

0 Ops, the problem just got a worse nightmare ~ tensor processing unit
C Autonomus configuration must use formal model  adds several interesting
for rigorous and deterministic guarantees dimensions to the classic
¢ System aspects resource allocation proble

Al-resource allocation
Al powered chips extend the NFV resource allocation problem
to a new dimension: the chip memory/processing resources!
C New tradeoff: chip memory/operations vs bandwidth
C New problems: how to split the in-network processing?

7 ,\Fﬁ%_‘m—__' Fﬁ%

%

User dewces Gateway/access Aggregatlon/ metro Core Internet Data center



Takeway messages

0 Network

data
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Heterogeneous, asynchronous,
evolving unlabeled massive data

e S ARG
LA Vs I :
BRI 1\ In ML, the journey matters
Care about interpretability, not 3

more than the destination

ust performance as a black-box H ’{' - -
Justp i "iﬁ Just as network protocols,
- o’ . O,v".' j’

Control
the network

ot
Y

oA e ML can (& will) be hacked

.'.t-:..“r:': & : s AR L *%54.- ’
o 8 " iheis Keep humans in the (slow) loop,
facilitate their mteractlon with Al
L SR AT T 2

Statistical approach not a silver
: bullet. Al resource allocation !
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dario.rossi@huawei.com

https://nonsns.github.io
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