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Introduction Resource Public Key Infrastructure (RPKI)

5

RIPE RPKI
Repository

e The RPKI enables resource owners to authorize AS

to originate their IP prefixes using Route Origin Au-
thorizations (ROAS)

e BGP routers perform Route Origin Validation (ROV),

evaluating a route to be valid, invalid, or unknown
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State of the Art: Uncontrolled Experiments
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Sampled vantage point sets

e Divergence of invalid and valid routes e Divergence at first hop points towards
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might indicate ROV-based filtering iments can lead to false positives traffic engineering rather than ROV
: based filters
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Fig. 6: Once the ROA has changed, both route changes of the VP indicate that it is using ROV to filter

= A vantage point choosing a different route for Pr, Results
but not for Pr must be filtering based on ROV AS50300, AS8283, and AS59715 were found to be filtering invalid routes. Re-

sults of existing work using uncontrolled experiments could not be replicated.



