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what you see = what you get

Version Traffic Class Flow Labe!

Measurement tools are not ready for IPv6. payload Length Next = TCP Hop Limit
Many IPv6 threats have been described In

the literature, but are they actually Source Address

occurring In the Internet? Operators
anxiously drop traffic that is considered
dangerous, like fragmented IPv6, but do Destination Audress
they know what is actually in there? Time ’

for measurements! But do our tools give us |
the full picture? TCP Source Port TCP Destination Port

Flow-based solutions provide an overview based on the classic 5-tuble_

Version ‘ Traffic Class ‘ Flow Label

Payload Length Next = FragG Hop Limit

IPv6 headers vastly differ from IPva4:
measurement technologies should too.

Source Address With the dynamic nature of Extension
Headers in IPv6, measurement tools need to
look further into a packet to get the actual

Destination Address higher layer information. This requires more
extensive parsing, and more Iintelligent
-TCP R aggregation. Without these efforts, the
-— actual 5-tuple is hidden, resulting In a
skewed view on network traffic.

TCP Sour erport TCP Destination Port

Aggregation is as powerful as it iIs dangerous:
current technologies hide information

Sounds familiar? A
Forwarding devices have troubles processing Extension Headers, 4 [\
. . q. B\

and middleboxes are evaded by them. Both get much attention. L ) |
Our measurements need that attention too. W
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